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Overview

• Overview of Risk Analysis
• GSA Interagency Security Committee (ISC) 

Standards and GSA Urban Site Security Design 
Guide

• DoD Unified Facilities Criteria Minimum ATFP 
Standard

• Commercial Security Standards (NFPA 730 and 731)



Why Learn Integrated Design?

1.3 PROJECT SCOPE AND COMPLEXITY 

This will be a dedicated campus facility for the Federal Bureau of 
Investigation (FBI). The campus will consist of an office building, a 
visitor screening facility (VSF), a guard booth and a secured 
parking garage. All occupied structures, with the exception of the 
VSF and guard booth, will be located inside the 100-foot setback. 
The site is divided into three zones: a public zone, a restricted 
zone, and a security buffer zone. 

The building shall be constructed to meet Interagency Security 
Committee Design Criteria (ISC) for lease construct ion –
Level 4.

The building(s) must meet the requirements of LEED®-NC
(Leadership in Energy and Environmental Design for New 
Construction) Silver level (minimum). 

The use of Building Information Modeling (BIM) software may 
be required of offerors advancing to Phase II of this solicitation. 
Additional information may be provided to offerors advancing to 
Phase II of this solicitation. 

FBI Facility Solicitation For Offer



Why Learn Integrated Design?

RFP released 6 June 2008, Build to Suit Campus

1. Meet the BRAC statutory deadline of Sep 15, 2011
2. 6,409 person at single site, minimum of 6,200 person
3. Satisfy UFC 4-020-02FA for threats and Level of Protection 

and use Crime Prevention Through Environmental 
Design (CPTED)

4. Easy and clear authorized person access
5. Establish a strong “campus-like” atmosphere by protecting 

and enhancing natural environment and common open 
spaces

6. Incorporate sustainable design, LEED Silver
7. Flexible design for future changes
8. Will be done using Building Information Modeling (BIM)
9. Submissions due 30 July 2008 

BRAC133 – DoD Washington Headquarters Service Request For Proposal



Why Learn Integrated Design?
Renewable Fuels, Consumer Protection, and Energy Ef ficiency Act of 2007

• Subtitle C High-Performance Green Buildings
• Sec. 266. Federal Building Energy Efficiency Performance Standards
• Sec. 268. Energy Efficient Commercial Buildings Initiative

Improving America's Security Act of 2007

• Title Viii--Private Sector Preparedness

EPA Federal Leadership in High-Performance and Sust ainable Buildings MOU 2006

PURPOSE: With this Memorandum of Understanding (MOU), signatory agencies commit to federal 
leadership in the design, construction, and operation of High-Performance and Sustainable 
Buildings. A major element of this strategy is the implementation of common strategies for planning, 
acquiring, siting, designing, building, operating, and maintaining High Performance and Sustainable 
Buildings. The signatory agencies will also coordinate with complementary efforts in the private and 
public sectors.

LEED Adopted by federal and local government

• Silver as minimum
• Gold expected to be the new standard



Why Learn Integrated Design?
FACILITIES MANAGEMENT NEWS

Building code changes adopted based on NIST's WTC in vestigation

July 18, 2007—Safer buildings—especially tall structures—that are more resistant to fire and more easily 
evacuated in emergencies are the goal of the first comprehensive set of building code changes recently 
approved by the International Code Council (ICC) based on recommendations from the Commerce Department's 
National Institute of Standards and Technology (NIST). The recommendations were based on the findings of 
NIST's three-year investigation of the collapses of New York City's World Trade Center (WTC) towers on 
September 11, 2001. 

The changes will be incorporated into the 2007 supplement to the ICC's International Building Code (IBC), a 
model code used as the basis for building regulations promulgated and enforced by US state and local 
jurisdictions. Those jurisdictions have the option of incorporating some or all of the code's provisions, but 
generally adopt most provisions, notes NIST. 

The changes address areas such as: 

· Increased resistance to building collapse from fire and other incidents, 
· Use of sprayed fire-resistive materials (commonly known as "fireproofing"), 
· Performance and redundancy of fire protection systems (i.e., automatic sprinklers), 
· Fuel oil storage/piping, 
· Elevators for use by first responders and evacuating occupants, 
· Number and location of stairwells, and 
· Exit path markings. 



Executive Orders, Acts and 
Strategies



National Infrastructure Sectors



All-Hazards Taxonomy

As required by HSPD 8, DHS developed the National Preparedness Goal (the Interim National Preparedness 
Goal was released on March 31, 2005).  The vision for the goal is:

To engage Federal, State, local, and tribal entities, their private and nongovernmental partners, and the 
general public to achieve and sustain risk-based target levels of capability to prevent, protect against, 
respond to, and recover from major events in order to minimize the impact on lives, property, and the 
economy.



Risk Methodologies

FAA Aviation Security
VSAT Water
Sandia RAM
ARM
DHS ASME RAMCAP
Coast Guard
DoD JAT, BSA and JSIVA
FEMA
SARBOX
ISO
NIST
EPA
CARVER

To name just a few……….



Federal Security Standards

GSA and DoD developed separate building security standards and apply 
them differently; both standards have tremendous impacts on public space, 
transit, communities, and best use of land.

They may have significant conflict with other design objectives (LEED, code, 
etc.)



GSA PBS 100 Nov 07

The Facilities Standards for the Public Buildings Service

The P100 is a mandatory  standard. It is not a guideline, 
textbook, handbook, training manual, nor substitute for  
technical competence.

The standards  represent the current state of practice in 
designing facilities to meet GSA's commitments, 
maximize the efficiency of  business processes, and 
comply with the requirements of law.

The Facilities Standards must be used in conjunction 
with the building program for each project.



Guiding Philosophy & Major Revisions

• P-100 is a cornerstone document for PBS.
• Incorporate new legal requirements for energy conse rvation and 

sustainability.
• Clarify what is required as opposed to what is recommended.
• Simplify the document by not repeating what is detailed elsewhere.
• Break Chapter 1 into an Introduction and General Requirements
• Site Design as a part of Architecture
• Reformat the chapters to clarify what is required v what is recommended
• Incorporated new energy requirements
• Integrate security requirements
• Put secondary information in an Appendix
• Incorporate new lessons learned - UFAD



GSA Action Plan & Site Security Guide

• Vision and Hallmarks   

• Elements and Innovations

• Site Security Design Process
• Test Cases



GSA Interagency Security Committee 
(Currently in rewrite)

New buildings and Modernization Leased Space



Parking Security

Electronic Security

9.0

Fire Protection Engineering 

8.0

Electrical Engineering

7.0

Mechanical Engineering

6.0

Structural Engineering

5.0

Architecture and Interior Design

4.0

Site Planning and Landscape Design

3.0

2.0

Planning and Cost1.0

ISC Security Design Criteria Sep 2004
For New Federal Office Buildings and Major Modernization Projects

ISC New Federal Office Standards
Risk based – flexible Levels Of Protection and mitig ation



Addendum #1 – Instructions for Lease 
Acquisitions

• i – Itemized Costs of Security Upgrades
• j – Itemized Costs Build-to-Suit
• k – Client-Specific Requirements for 
Security

Addendum #2 – Security Paragraphs

Addendum #3 – Attachment 1 to GSA Form 3626 
Minimum Lease Security Standards

Addendum #4 – Pre-Lease Building Security 
Plan

ISC Standards Addendums (2006)



GSA ISC Risk Assessment

MINIMUM SITE REQUIREMENTS (OCT 2007) 
The following site characteristics are go-no go factors. An offer will be technically unacceptable if the site 
in the offer fails to meet any one of these factors. 

A. The offered site must be located within the delineated area and meet the requirements of the 
Location: Inside or Outside City Center paragraph in the solicitation. 

B. The offered site must provide or have the ability to provide two means of ingress and egress from the 
site. 

C. No easements encroach on the secure portion of the site. 

D. Any improvements to the offered site necessary for the Government’s mission must lie outside a 100-
year flood plain. 

E. The offered site must provide sufficient area to accommodate all requirements of the SFO. 

F. The Government’s security risk assessment must indicate the site is or can be made acceptable 
through mitigating efforts. The Government will perform a security risk assessment on offered sites that 
meet the above requirements. A site is technically unacceptable if there are risks that cannot be 
mitigated to an acceptable level. 

FBI Facility SFO



ISC Security Risk Assessment 



DoD Unified Facility Criteria
1-1 GENERAL. This document represents a significant commitment by DoD
to seek effective ways to minimize the likelihood of mass casualties from 
terrorist attacks against DoD personnel in the buildings in which they work 
and live.

1-1.2 Responsibility. Protecting people on a DoD installation or site must 
start with an understanding of the risk of a terrorist attack. 



DoD Unified Facility Criteria
1-1.1 Dynamic Threat Environment. Terrorism is real, evolving, and continues to increase in 
frequency and lethality throughout the world. The unyielding, tenacious, and patient nature of the 
terrorists targeting DoD interests forces us to closely examine existing policies and practices for 
deterring, disrupting, and mitigating potential attacks. Today, terrorist attacks can impact anyone, at 
any time, at any location, and can take many forms. Deterrence against terrorist attacks begins with 
properly trained and equipped DoD personnel employing effective procedures. While terrorists have
many tactics available to them, they frequently use explosive devices when they target large 
numbers of DoD personnel. Most existing DoD buildings offer little protection from terrorist attacks. 
By applying the Minimum Antiterrorism Standards for Buildings described in this document, we 
become a lesser target of opportunity for terrorists. 

1-4 INTENT. The intent of these standards is to minimize the possibility of mass casualties in 
buildings or portions of buildings owned, leased, privatized, or otherwise occupied, managed, or 
controlled by or for DoD. These standards provide appropriate, implementable, and enforceable 
measures to establish a level of protection against terrorist attacks for all inhabited DoD buildings 
where no known threat of terrorist activity currently exists. While complete protection against all 
potential threats for every inhabited building is cost prohibitive, the intent of these standards can be 
achieved through prudent master planning, real estate acquisition, and design and construction 
practices. Where the minimum standoff distances detailed in these standards are met, most 
conventional construction techniques can be used with only marginal impact on the total 
construction or renovation cost. The financial impact of these standards will be significantly less 
than the economic and intangible costs of a mass casualty event.



1-5 LEVELS OF PROTECTION. The levels of protection provided by these standards meet the intent 
described above and establish a foundation for the rapid application of additional protective measures 
in a higher threat environment. These standards may be supplemented where specific terrorist threats 
are identified, where more stringent local standards apply, or where local commanders dictate 
additional measures. 

1-6.2.1 Major Investments. Implementation of these standards to bring an entire building into 
compliance is mandatory for all DoD building renovations, modifications, repairs, and restorations 
where those costs exceed 50% of the replacement cost of the building except as otherwise stated in 
these standards. 

1-6.4 Leased Buildings. DoD personnel occupying leased buildings deserve the same level of 
protection as those in DoD-owned buildings. Implementation of these standards is therefore 
mandatory for all facilities leased for DoD use and for those buildings in which DoD receives a space 
assignment from another government agency except as established below. This requirement is 
intended to cover all situations, including General Services Administration space, privatized buildings, 
and host-nation and other foreign government buildings. This requirement is applicable for all new 
leases executed on or after 1 October 2005 and to renewal or extension of any existing lease on or 
after 1 October 2009. Leases executed prior to the above fiscal years will comply with these standards 
where possible. 

DoD Unified Facility Criteria



Definition of Risk 
Risk is a combination of:

– The probability that an event will occur, and 
– The consequences of its occurrence

Risk for natural hazards is based on statistical probability with large 
data sets (known event history, known frequency of occurrence and 
size, accurate damage and loss estimation)

Risk for manmade threat is in its infancy for probabilistic analysis 
(frequency of low probability but high consequence events, materials 
damage models, economic cost, loss of life and injury, etc)



• Asset : Something of value to be protected – People, property, business      
operations/continuity, reputation

• Hazard/Threat: To expose to harm or danger

• Vulnerability : Exposures resulting from a threat targeting an asset.

• Risk :   Quantification of vulnerability based on the likelihood or probability of 
an adverse event, and the potential consequences should it occur.

All Hazards Building Assessments



• Design Basis Threat – The man made threat against 
which a site or building is designed to withstand, 
recover, and operate.

• Levels of Protection – The desired site or building 
protection that defines how many casualties will occur 
and the extent of damage to the building.

• Layers of Defense – Increasing more difficult layers of 
security to be penetrated for a successful attack to 
occur

• CBRNE – Chemical, Biological, Radiological, Nuclear, 
Explosive

• WMD – Weapons of Mass Destruction

• WME – Weapons of Mass Effectiveness

Terrorism Threat

Explosive blast is the still a 
primary threat of concern

Manchester blast 1996 (approx 
3700 lbs TNT equivalent)



To defeat bollards 
in urban 
environment, use 
bigger bomb

Blast Range to Effects

Defense in depth requires perimeter protection and other mitigations



YIELD (»»»»TNT Equiv.) 4,000 lb. 
Reflected PRESSURE  9,600 psi.
Stand-off 15 feet

YIELD (»»»»TNT Equiv.) 20,000 lb. 
Reflected PRESSURE  800 psi.
Stand-off 80 feet

166 killed – Not Designed 
for Progressive 

Collapse and Total 
Loss

Comparison of Stand-off

Murrah Federal Building Khobar Towers

19 killed – Designed for 
Progressive Collapse, 

lost façade and 
repaired



ISC Standards



ISC Blast Protection Levels

For Medium and High Protection, design up to the specified load as directed by your risk 
assessment. Window systems design (glazing, frames, anchorage to supporting walls, 
etc.) on the exterior façade should be balanced to mitigate the hazardous effects of 
flying glazing following an explosive event. The walls, anchorage, and window framing 
should fully develop the capacity of the glazing material selected.

Glazing cracks. Fragments enter space and land on floor no further than 3 m (10 ft.) 
from the window.

Minor damage, repairable. The facility or protected 
space may globally sustain minor damage with 
local significant damage possible. 

Occupants may incur some injury, and assets 
receive minor damage.

High

For Medium and High Protection, design up to the specified load as directed by your risk 
assessment. Window systems design (glazing, frames, anchorage to supporting walls, 
etc.) on the exterior façade should be balanced to mitigate the hazardous effects of 
flying glazing following an explosive event. The walls, anchorage, and window framing 
should fully develop the capacity of the glazing material selected.

Glazing cracks. Fragments enter space and land on floor and impact a vertical witness 
panel at a distance of no more than 3 m (10 ft) from the window at a height greater than 
0.6 m (2 ft) above the floor.

Moderate damage, repairable. The facility or 
protected space will sustain a significant degree of 
damage, but the structure will be reusable. 

Some casualties may occur and assets may be 
damaged.  Building elements other than major 
structural members may require replacement.

Medium

For Minimum Protection, there are no restrictions on the type of glazing used.

For Low Protection, there is no requirement to design windows for specific blast 
pressure loads. However, you are encouraged to use glazing materials and designs that 
minimize the risks.

Glazing cracks and window system fails catastrophically. Fragments enter space, 
impacting a vertical witness panel at a distance of no more than 3 m (10 ft) from the 
window at a height greater than 0.6 m (2 ft) above the floor.

The facility or protected space will sustain a high 
level of damage without progressive collapse.  
Casualties will occur and assets will be damaged.  

Building components, including structural members, 
will require replacement, or the facility may be 
completely unrepairable, requiring demolition and 
replacement.

Minimum 
and Low

Potential Glazing
Hazards

Potential Structural
Damage

Level of
Protection

Blast Criteria
• 20-100 feet based on occupancy



ISC CBR Protection Levels

1, 2

Design for future detection technology
Stairway pressurization system should maintain positive 
pressure in stairways for occupant refuge, safe evacuation, 
and access by firefighters. The entry of smoke and hazardous 
gases into stairways must be minimized.
Locate utility systems at least 15 m (50 ft) from loading docks,
front entrances, and parking areas.

Use gas 
absorber for 
outside air and 
return air.

Use HEPA filter or functional 
equivalent.

High

2

Design for future detection technology
Stairway pressurization system should maintain positive 
pressure in stairways for occupant refuge, safe evacuation, 
and access by firefighters. The entry of smoke and hazardous 
gases into stairways must be minimized.
Locate utility systems at least 15 m (50 ft) from loading docks,
front entrances, and parking areas. 

Use gas 
absorber for 
outside air.

Use high-efficiency particulate air 
(HEPA) filter or functional equivalent.

Medium

3NoneNone
Use minimum efficiency reporting 
value (MERV) 13 filter or functional 
equivalent.

Low

ClassAdditional Considerations
For Chemical 
and Radiological 
Contaminants

For Biological and Radiological 
Contaminants

Level of
Protection



Building Entrance Layout

Standard 12

Windows, Skylights, and Glazed Doors 
Standard 11

Exterior Masonry Walls
Standard 10

Building Overhangs 

Standard 9

Structural Isolation 

Standard 8

Progressive Collapse Avoidance 

Standard 7

Parking Beneath Buildings or on Rooftops

Standard 6

Access Roads 

Standard 5

Drive-Up/Drop-Off Areas

Standard 4

Unobstructed Space 

Standard 3

Standard 2

Minimum Stand-off Distances Standard 1

UFC 4-010-01 APPENDIX B
DoD MINIMUM AT STANDARDS FOR NEW AND EXISTING BUILDINGS

UFC 4-010-01 Standards

Exterior Doors 



Mass Notification 

Under Building Access

Standard 22

Equipment Bracing

Standard 21

Utility Distribution and Installation 

Standard 20

Emergency Air Distribution Shutoff

Standard 19

Mailroom Ventilation

Standard 18

Air Intakes

Standard 17

Overhead Mounted Architectural Features 

Standard 16

Roof Access 

Standard 15

Mailrooms 

Standard 14

Standard 13

UFC 4-010-01 APPENDIX B
DoD MINIMUM AT STANDARDS FOR NEW AND EXISTING BUILDINGS

UFC 4-010-01 Standards



DOD AT Level Of Protection

Blast Criteria
• 82 feet mitigated
• 148 feet conventional



Risk Reduction and Mitigation

Three Options:

• Do nothing and accept 
the risk.

• Perform a risk assessment and 
manage the risk by installing 
reasonable mitigation measures.

• Harden the building against all 
threats to achieve the least 
amount of risk. Mitigation Measures 

can be:

• Plans, Policies, 
Procedures

• Equipment

• Personnel

• Capital Investment

Mitigation Measures 
can be:

• Plans, Policies, 
Procedures

• Equipment

• Personnel

• Capital Investment

A mitigation measure is an action, device, or 
system used to reduce risk by affecting an 
asset, threat, or vulnerability.



ASSETS

• Relocate

• Reduce 
assets

• Plan for recovery

• Insure

Reduce the impact 
on the assets

Measures to Reduce Risk

HAZARD/THREAT

• Deter

• Detect

• Deny 

• Devalue

Affect the hazard/threat

VULNERABILITIES

• Conceal

• Reduce

• Eliminate

Affect the degree of 
vulnerability

Building security objective is to achieve a balanced approach that combines 
aesthetics, enhanced security, and use of non-structural measures.



Layers of Defense - Protection Cost 
versus Risk

The strategy of Layers of Defense uses the elements and Levels of protection to 
develop mitigation options to counter or defeat the tactics, weapons, and effects of 
an attack defined by the Design Basis Threat.



Commercial Building All Hazards 
Guides/Standards/Codes



FEMA 426/NFPA 1600 Risk 
Assessment

NFPA 1600 A.5.3 A comprehensive risk assessment identifies the range of possible hazards, threats, or perils that have or 
might impact the entity, surrounding area, or critical infrastructure supporting the entity. The potential impact of each hazard, 
threat, or peril is determined by the severity of each and the vulnerability of people, property, operations, the environment, 
and the entity to each threat, hazard, or peril. The risk assessment should categorize threats, hazards, or perils by both their
relative frequency and severity, keeping in mind that there might be many possible combinations of frequency and severity 
for each. The entity should attempt to mitigate, prepare for, plan to respond to, and recover from those threats, hazards, or 
perils that are able to significantly impact people, property, operations, the environment, or the entity itself.



Natural Hazards

FEMA 433 and other FEMA 
publications, national codes 
provide extensive natural 
hazards analysis guidance



Technological accident Terrorism act

Man Made Threats

Threats – Any indication, circumstance, or event with the potential to cause 
loss of, or damage to an asset. They can be technological accidents, 
criminal and terrorist attacks.  

Criminal act



Risk Roll Up Matrix

Powerful visual that correlates hazard/threat with asset risk
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Impact Analysis

NFPA A.5.3.3(7) An economic and financial impact analysis allows the quantification of the impacts without 
considering the cause of the disaster/emergency. This analysis is closely related to the process of 
identifying essential or critical functions or processes and helps decide where to place the
emphasis in planning efforts.

The analysis examines potential economic or financial loss resulting from disruption of the functions, 
processes, or services over time.

The purpose of an economic and financial impact analysis is to arrive at a general loss expectancy that 
demonstrates what is at risk and to guide measures to mitigate the effects of a disaster/emergency.



Risk Mitigation Matrix


