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National All-Hazards Approach

NIMS, NRP, NIPP, NPG, and lot’s of other acronyms….



Disaster Management Act 2000

The Disaster Mitigation Act of 2000 (DMA 
2000) (P.L. 106-390) provides an 
opportunity for states, Tribes and local 
governments to take a new and revitalized 
approach to mitigation planning.

The requirement for a State mitigation 
plan is continued as a condition of disaster 
assistance, adding incentives for 
increased coordination and integration of 
mitigation activities at the State level. 



Bioterrorism Act 2002

The events of Sept. 11, 2001, 
reinforced the need to enhance the 
security of the United States. 
Congress responded by passing the 
Public Health Security and 
Bioterrorism Preparedness and 
Response Act of 2002 (the 
Bioterrorism Act), which President 
Bush signed into law June 12, 2002. 



DHS All-Hazards Risk Approach

In the broadest sense, preparedness addresses the full range of our capabilities to prevent, protect 
against, and to respond to acts of terrorists or other disasters. 

And at the outset, we must candidly acknowledge this: Although we have substantial resources to 
provide security, these resources are not unlimited. Therefore, as a nation, we must make tough 
choices about how to invest finite human and financial capital to attain the optimal state of 
preparedness. To do this we have to focus preparedness on objective measures of risk and 
performance.

Our risk analysis itself is based on these three variables: threat, vulnerability, and consequence. And 
these variables are not equal. Some infrastructure, for example, is quite vulnerable, but the 
consequences of an attack are relatively small. Other infrastructures may be much less vulnerable, but 
the consequences of a successful attack are very high, even catastrophic.

That's why the Department’s recently released National Preparedness Goals -- and additional, risk-
based planning we are undertaking -- will form our standard in allocating future DHS grants to our 
state and local partners so that we build the right capabilities in the right places at the right level. And 
just as important, all of this planning has to be focused on the long run.

Secretary Michael Chertoff



DHS Organization



DHS Organization-Preparedness



DHS Timeline



Definition of Risk 

Risk is a combination of:
– The probability that an event will occur, and 
– The consequences of its occurrence

Risk for natural hazards, technological hazards, and criminal 
threats is based on statistical probability with large data sets
(known event history, known frequency of occurrence and 
size, accurate damage and loss estimation)

Risk for manmade terrorist threat is in its infancy for 
probabilistic analysis (frequency of low probability but high 
consequence events, materials damage models, economic 
cost, loss of life and injury, etc)



National Incident Management 
System

The NIMS
Provides a nationwide template enabling 
Federal, State, local, and tribal governments 
and private-sector and nongovernmental 
organizations to work together effectively and 
efficiently to prevent, prepare for, respond to, 
and recover from domestic incidents 
regardless of cause, size, or complexity.

“While most emergency situations are handled locally, when there’s a major incident 
help may be needed from other jurisdictions, the state and the federal government. 
NIMS was developed so responders from different jurisdictions and disciplines can work 
together better to respond to natural disasters and emergencies, including acts of 
terrorism.”



NIMS Components

• Command and Management
• Preparedness
• Resource Management
• Communications and Information Management
• Supporting Technologies
• Ongoing Management and Maintenance

NIMS benefits:
Unified approach to incident management; 
Standard command and management structures; 

and 

Emphasis on preparedness, mutual aid and resource management. 



National Incident Management 
System



National Incident Management 
System



NIMS 2006 Funding

Governors Letter

“This letter and the enclosed matrices outline the important steps that state, 
territorial, tribal, and local entities must take during FY 2006 (October 1, 2005-
September 30, 2006) to become fully compliant with the NIMS. Jurisdictions will
be required to meet the FY 2006 NIMS implementation requirements as a 
condition of receiving federal preparedness funding assistance in FY 2007. 
However, it is important to recognize that NIMS implementation will not end in 
FY 2006. The NIMS is a dynamic system, and the doctrine as well as the 
implementation requirements will continue to evolve as our prevention, 
preparedness, response, and recovery capabilities improve and our homeland 
security landscape changes. Further, new personnel will continue to need NIMS 
training, and NIMS processes will still have to be exercised in future years. Most 
important of the FY 2006 requirements, states and territories must establish a 
planning process that incorporates the appropriate procedures to ensure the 
effective communication and implementation of NIMS requirements across the 
state, including tribes and local governments. This planning process must 
include a means for measuring progress and facilitate the reporting of NIMS 
implementation among its tribal and local jurisdictions.”



NIMS For Hospitals

IS-100 and 200 can be taken on-
line at:

http://www.training.fema.gov/EMIW
eb/IS/is100.asp and IS-200

ICS-200 ICS for Single 
Resources and Initial Action 
Incidents

ICS-100 Introduction to ICS



Common Operating Picture



National Response Plan

The NRP
A concerted national effort to prevent terrorist 
attacks within the United States; reduce 
America's vulnerability to terrorism, major 
disasters, and other emergencies; and minimize 
the damage and recover from attacks, major 
disasters, and other emergencies that occur.

Purpose
The purpose of the NRP is to establish a 
comprehensive, national, all-hazards approach 
to domestic incident management across a 
spectrum of activities including prevention, 
preparedness, response, and recovery.



NRP Scope and Applicability

NRP Scope
Covers the full range of complex and constantly changing 
requirements in anticipation of or in response to threats or acts 
of terrorism, major disasters, and other emergencies.

NRP Applicability
The NRP applies to all Federal departments and agencies that 
may be requested to provide assistance or conduct operations 
in actual or potential Incidents of National Significance. These
incidents require a coordinated response by an appropriate 
combination of Federal, State, local, tribal, private-sector, and 
nongovernmental entities.



NRP Premise

A basic premise of the NRP is that incidents are generally 
handled at the lowest jurisdictional level possible. In an Incident of 
National Significance, the Secretary of Homeland Security, in 
coordination with other Federal departments and agencies, 
initiates actions to prevent, prepare for, respond to, and recover 
from the incident. These actions are taken in conjunction
with State, local, tribal, nongovernmental, and private-sector 
entities.



NRP National Incident Actions

Common Operating 
Picture (COP)

A broad view of the 
overall situation as 
reflected by situation 
reports, Aerial 
photography, and other 
information or 
intelligence.



DHS Assistance

Prevention
Actions taken to avoid an incident or to intervene to stop an 
incident from occurring. Prevention involves actions taken to 
protect lives and property.

Response
Activities that address the short-term, direct effects of an incident. 
These activities include immediate actions to preserve life, 
property, and the environment; meet basic human needs; and
maintain the social, economic, and political structure of the 
affected community.



DHS Assistance

Recovery
The development, coordination, and execution of service-
and site-restoration plans and the reconstitution of 
government operations and services through individual, 
private-sector, nongovernmental, and public assistance 
programs.

Mitigation
Activities designed to reduce or eliminate risks to persons 
or property or to lessen the actual or potential effects or 
consequences of an incident. Mitigation measures may be 
implemented prior to, during, or after an incident.



National Response Plan Format

• The Base Plan describes the structure and processes comprising a 
national approach to domestic incident management designed to 
integrate the efforts and resources of Federal, State, local, tribal, 
private-sector, and nongovernmental organizations.

• Appendixes provide other relevant, more detailed supporting 
information, including terms, definitions, acronyms, authorities, and a 
compendium of national interagency plans.

• The Emergency Support Function (ESF) Annexes detail the 
missions, policies, structures, and responsibilities of Federal 
agencies for coordinating  resource and programmatic support to 
States, tribes, and other Federal agencies or other jurisdictions and 
entities during Incidents of National Significance.

• The Support Annexes provide guidance and describe the functional 
processes and administrative requirements necessary to ensure 
efficient and effective implementation of NRP incident management 
objectives.



NRP ESF Annexes

Emergency Support Function (ESF) Annexes Page

Introduction........................................................................... ESF-i
ESF #1 – Transportation .......................................................ESF #1-1
ESF #2 – Communications ...................................................ESF #2-1
ESF #3 – Public Works and Engineering ..............................ESF #3-1
ESF #4 – Firefighting ............................................................ESF #4-1
ESF #5 – Emergency Management.......................................ESF #5-1
ESF #6 – Mass Care, Housing, and Human Services ..........ESF #6-1
ESF #7 – Resource Support .................................................ESF #7-1
ESF #8 – Public Health and Medical Services ......................ESF #8-1
ESF #9 – Urban Search and Rescue ....................................ESF #9-1
ESF #10 – Oil and Hazardous Materials Response ..............ESF #10-1
ESF #11 – Agriculture and Natural Resources ......................ESF #11-1
ESF #12 – Energy .................................................................ESF #12-1
ESF #13 – Public Safety and Security ...................................ESF #13-1
ESF #14 – Long-Term Community Recovery and Mitigation .ESF #14-1
ESF #15 – External Affairs.....................................................ESF #15-1



NRP Organizational Structure



NRP Coordination

Regional Response Coordination Center and Joint Field Office

The RRCC coordinates regional response efforts, establishes 
Federal priorities, and implements local Federal program 
support until a JFO is established. The JFO is a temporary 
Federal facility established locally to coordinate operational 
Federal assistance activities to the affected jurisdiction(s) 
during Incidents of National Significance.



NRP Incident Response Sequence



Catastrophic Incident Supplement to 
the NRP



CI-NRP Incident Area



CI-NRP EDCS



CI-NRP DMAT Teams



As required by HSPD 8, DHS developed the National Preparedness Goal 
(the Interim National Preparedness Goal was released on March 31, 
2005).  The vision for the goal is:

To engage Federal, State, local, and tribal entitie s, their private and 
nongovernmental partners, and the general public to  achieve and 
sustain risk-based target levels of capability to p revent, protect 
against, respond to, and recover from major events in order to 
minimize the impact on lives, property, and the eco nomy.

National Preparedness Goal



Range and Types of Disasters



All-Hazards Taxonomy



National Preparedness Goal Target 
Capabilities



National Preparedness Goal Target 
Capabilities



National Preparedness Checklist



UTL and TCL

Universal Task List
The Universal Task List (UTL) defines what tasks need to be performed by Federal, 
State, local, and tribal jurisdictions and the private sector to prevent, protect against, 
respond to, and recover from events defined in the National Planning Scenarios. 
Version 2.1 identifies approximately 1,600 unique tasks.

Target Capabilities List
The UTL is the basis for defining the capabilities found in the Target Capabilities List 
(TCL) that are needed to perform the full range of tasks required to prevent, protect 
against, respond to, and recover from incidents of national significance. The fully 
developed UTL and TCL will provide officials at all levels with a framework for 
assessing their overall level of preparedness, while targeting resources to address 
their greatest needs. The TCL has been developed following an analysis of critical 
tasks in the UTL. Critical tasks are defined as those that must be performed during a 
major event to prevent occurrence, reduce loss of life or serious injuries, mitigate 
significant property damage, or are essential to the success of a homeland security 
mission. Approximately 300 tasks found in version 2.1 of the UTL have been identified 
as critical. Version 1.1 of TCL identifies 36 target capabilities.



DHS National Strategy For Pandemic 
Influenza



DHS National Infrastructure 
Protection Plan



DHS CIP Program Implementation

Physical Protection of CI



DHS CIP Program Implementation

Physical Protection of CI



DHS CIP Program Implementation

Physical Protection of CI



DoD Homeland Defense

Homeland defense is the protection 
of US sovereignty, territory, domestic 
population, and critical defense 
infrastructure against external threats 
and aggression, or other threats as 
directed by the President.1 The
Department of Defense is responsible 
for homeland defense.



DoD Homeland Defense



DoD Homeland Defense



National Planning Scenarios



National Planning Scenarios



National Planning Scenarios

Scenario Outline

Each scenario in the National Planning Scenarios: Executive 
Summaries follows the same general outline, which is as follows:

• Scenario General Description
• Planning Considerations

� Geographical Considerations/Description
� Timeline/Event Dynamics
� Mission Areas Activated

• Key Implications



Building Disaster/Emergency 
Management



Scenario 12: Explosives Attack 

Background Information

Weapon: 3,500 lb TNT equivalent
Casualties Approximately 150 fatalities; 500 hospitalizations
Infrastructure Damage Structures affected by blast and fire
Evacuations/Displaced Persons Evacuation of immediate 
area around each explosion results in approximately 3,000 
people seeking shelter in safe areas
Contamination None
Economic Impact Millions of dollars
Potential for Multiple Events Yes
Recovery Timeline Weeks to months



Nature of the Terrorist Threat

Business is the target of choice



Explosive Blast Event

Explosive Blast is the weapon of choice

Manchester blast 1996 
(approx 3700 lbs TNT 
equivalent)



Murrah Federal Building, 
Oklahoma City

Collateral damage area over 1 mile in diameter from  detonation point



Blast Range to Effects

Standoff distance is most effective blast mitigation, but hardest to achieve



Layers of Defense

Defense in depth requires perimeter protection and other mitigations



Situation Description

• Location - Arlington, VA
• Population – 300,000
• Major Industry –

Government and 
corporate

• Tuesday, April 4, 2006,  
13:54

• Weather – Mostly 
Cloudy, slight chance 
of rain, 68�



WebEOC Event of Interest



Initial Dispatch

• Beat Car dispatched 
to 1700 N Fort Myer 
Drive for a suspicious 
truck parked illegally 
in front of a 17 story 
office building

• 1700 N Fort Myer 
Drive is in the heart of 
the Central Business 
District

• Underneath this block 
sits a major subway 
station



Call Dispatch

• The truck is bearing Florida 
license plate TC-16252

• While enroute to the call, the 
Beat Car is informed by dispatch 
that NCIC lists that tag as stolen 
from a FedEx truck in Pensacola 
Florida on March 22, 2006

• Upon arrival, the officer finds:



Further Investigation:

• The Officer confirms the truck is displaying the tag given 
by dispatch

• No one is around the truck.  The truck is unlocked and no 
keys are seen in it

• The Officer speaks to a street vendor who saw a lone 
male park the truck, exit it, cross the street, and enter a 
car which then drives away

• Upon looking in the cab, the officer sees a paper sitting 
on the seat



• Identify UTL and TCL Mission Areas
• Identify scale of event (1 bomb/multiple bombs, 1 city/multiple cities)
• Identify Incident Commander(s)
• Identify lead agency(ies) – EOC
• Identify chain of command – NIMS
• Determine quarantine zone
• Public Announcement, Law and Fire response
• Identify MOU/MOA to activate/notify
• Identify hospitals, mass casualty care sites, stockpiles
• Identify mass burial and disposal sites
• Identify medical resources (staff, vehicles, beds, etc)

Table Top Scenario 12 Tasks



CIMS Mission Areas Activated

Prevention/Deterrence: The planning and execution of this incident 
would require a significant level of relatively unsophisticated 
coordination. As such, the potential for detection in the pre-event 
planning stages exists.

Emergency Assessment/Diagnosis: Actions required include 
dispatch; agent detection; and hazard assessment, prediction, 
monitoring, and sampling.

Emergency Management/Response: Actions required include 
search and rescue, alerts, activation and notification, traffic and access 
control, protection of special populations, resource support, requests 
for assistance, and public information. Establishment of a Joint
Operations Center (JOC) is required.



Hazard Mitigation: Primary hazards include fire; toxic 
atmosphere/smoke; un-detonated explosives; unstable structures; 
electrical hazards; and low visibility. Hospital personnel must ensure 
that arriving vehicles are not delivery systems for additional weapons.

Evacuation/Shelter: Evacuation is required as well as additional threat 
assessment. The area must be cordoned.

Victim Care: Injuries range from “walking wounded” to multiple systems 
trauma, burns, and obvious fatalities.

CIMS Mission Areas Activated



Investigation/Apprehension: Investigation can begin during the 
rescue phase with photo documentation of the immediate scene, victim 
locations, and injury patterns. Coordination of Federal, State, and local 
investigative resources will begin early in the incident management.

Recovery/Remediation: Decontamination will be required for debris 
and remains at all sites and appropriate removal and disposal after 
evidence search and recovery.

CIMS Mission Areas Activated



NRP Sequence



Incident Commander Actions

Establish cordon area, 
incident command 
staging area



Google Earth Sketch Up



Scenario 12: NIMS



CIMS Actions



Scale of Event



Region and Building Evacuation



Building Evacuation versus 
Shelter in Place

Seek medical treatmentImmediate - Don PPE and evacuateExplosive Blast - Interior

Use portable air filtration, wait for 
first responder extraction

Immediate - Shelter in Safe RoomExplosive Blast - Exterior

Seek decontamination and medical 
treatment

Immediate- Don PPE and evacuate, 
minimize duration and concentration 
exposure

Radiological/Nuclear – Interior Release

Use portable air filtration, wait for 
first responder extraction

Immediate - Shelter in Safe Room, 
minimize duration and concentration 
exposure

Radiological/Nuclear – Exterior Release

Seek decontamination and medical 
treatment

Immediate- Don PPE and evacuate, 
minimize duration and concentration 
exposure

Biological – Interior Release

Use portable air filtration, wait for 
first responder extraction 
decontamination and medical 
treatment

Shelter in Safe Room, do not touch 
agents, use time to advantage to 
identify safe evacuation route

Biological – Exterior Release

Move perpendicular to plume 
direction, seek decontamination and 
medical treatment

Immediate- Don PPE and evacuate, 
minimize duration and concentration 
exposure

Chemical – Interior Release

Use portable air filtration, wait for 
first responder extraction

Immediate - Shelter in Safe Room, 
minimize duration and concentration 
exposure

Chemical – Exterior Release

Occupant/Personnel ActionTime Frame and Protection ObjectiveAttack Agent



Evacuation



Public Notification/Alert

Media Staging Area

Community Notification

Welcome to the 
Arlington Alert System
Bienvenido al Sistema
de Alerta de Arlington

Arlington Alert System uses the Roam Secure 
Alert Network to immediately contact you during a 
major crisis or emergency. This system delivers 
important emergency alerts, notifications and 
updates to you on all your devices and email 
accounts:

• email account (work, home, other) 
• cell phone 
• text pager, Blackberry 
• wireless PDA (Palm, iPAQ, etc...) 
• XM Satellite Radio 



Building Owner Actions



Transportation & Utilities



CI-NRP Actions



CIMS Actions



CIMS Actions

Victim extraction, triage 
and transport

Evidence search and 
remains recovery


