
All-Hazards Building Risk 
Assessments and Security 

Design

Michael Chipley, Ph.D. , President, PMC Group; Vice President TAIC



Overview

• All-Hazards Risk Based Approach
• Building Security Design Standards
• Building Risk Assessment



National All-Hazards Approach

NIMS, NRP, NIPP, NPG, and lot’s of other acronyms….



Disaster Management Act 2000

The Disaster Mitigation Act of 2000 (DMA 
2000) (P.L. 106-390) provides an 
opportunity for states, Tribes and local 
governments to take a new and revitalized 
approach to mitigation planning.

The requirement for a State mitigation 
plan is continued as a condition of disaster 
assistance, adding incentives for 
increased coordination and integration of 
mitigation activities at the State level. 



Bioterrorism Act 2002

The events of Sept. 11, 2001, 
reinforced the need to enhance the 
security of the United States. 
Congress responded by passing the 
Public Health Security and 
Bioterrorism Preparedness and 
Response Act of 2002 (the 
Bioterrorism Act), which President 
Bush signed into law June 12, 2002. 



DHS National Strategy for the Physical Protection 
Of Critical Infrastructures and Key Assets



DHS National Infrastructure 
Protection Plan



DHS National Strategy For Pandemic 
Influenza

http://www.pandemicflu.gov/



DHS All-Hazards Risk 
Approach

In the broadest sense, preparedness addresses the full range of our capabilities to prevent, 
protect against, and to respond to acts of terrorists or other disasters. 

And at the outset, we must candidly acknowledge this: Although we have substantial 
resources to provide security, these resources are not unlimited. Therefore, as a nation, we 
must make tough choices about how to invest finite human and financial capital to attain the 
optimal state of preparedness. To do this we have to focus preparedness on objective 
measures of risk and performance.

Our risk analysis itself is based on these three variables: threat, vulnerability, and 
consequence. And these variables are not equal. Some infrastructure, for example, is quite 
vulnerable, but the consequences of an attack are relatively small. Other infrastructures may 
be much less vulnerable, but the consequences of a successful attack are very high, even 
catastrophic.

That's why the Department’s recently released National Preparedness Goals -- and 
additional, risk-based planning we are undertaking -- will form our standard in allocating future 
DHS grants to our state and local partners so that we build the right capabilities in the right 
places at the right level. And just as important, all of this planning has to be focused on the 
long run.

Secretary Michael Chertoff



As required by HSPD 8, DHS developed 
the National Preparedness Goal (the 
Interim National Preparedness Goal was 
released on March 31, 2005).  The vision 
for the goal is:

To engage Federal, State, local, and 
tribal entities, their private and 
nongovernmental partners, and the 
general public to achieve and sustain 
risk-based target levels of capability to 
prevent, protect against, respond to, 
and recover from major events in order 
to minimize the impact on lives, 
property, and the economy.

National Preparedness Goal



National Preparedness Goal 
Target Capabilities



National Planning Scenarios



Timeline



All-Hazards Taxonomy



Building All-Hazards 
Guides/Standards/Codes

“Convergence”



NFPA 1600 – Annex A 
Comprehensive Risk Assessment

NFPA 1600 A.5.3 A comprehensive risk assessment identifies 
the range of possible hazards, threats, or perils that have or 
might impact the entity, surrounding area, or critical infrastructure 
supporting the entity. The potential impact of each hazard, threat, 
or peril is determined by the severity of each and the vulnerability 
of people, property, operations, the environment, and the entity to 
each threat, hazard, or peril. The risk assessment should 
categorize threats, hazards, or perils by both their relative 
frequency and severity, keeping in mind that there might be many
possible combinations of frequency and severity for each. The 
entity should attempt to mitigate, prepare for, plan to respond to, 
and recover from those threats, hazards, or perils that are able to 
significantly impact people, property, operations, the 
environment, or the entity itself.



Definition of Risk 

Risk is a combination of:
– The probability that an event will occur, and 
– The consequences of its occurrence

Risk for natural hazards, technological hazards, and criminal 
threats is based on statistical probability with large data sets
(known event history, known frequency of occurrence and size, 
accurate damage and loss estimation)

Risk for manmade terrorist threat is in its infancy for 
probabilistic analysis (frequency of low probability but high 
consequence events, materials damage models, economic 
cost, loss of life and injury, etc)



FEMA All-Hazards Risk 
Assessment



• Asset : Something of value to be protected – People, property, 
business operations/continuity, reputation

• Hazard: To expose to harm or danger

• Threat : Source of harm, such as a bomb blast, weapons attack, etc.  
Understandable in general terms but not predictable.  Renders 
“threat assessment” mostly speculative.

• Vulnerability : Exposures resulting from a threat targeting an asset.

• Risk :   Quantification of vulnerability based on the likelihood or 
probability of an adverse event, and the potential consequences 
should it occur.

All-Hazards Building 
Assessments



FEMA Risk Assessment Process

Manmade Threats

Natural Hazards



Natural Hazards

FEMA 433 and other FEMA 
publications, national codes 
provide extensive natural 
hazards analysis guidance



Natural Hazard Identification and Loss Calculation (FEMA 386-2)

Natural Hazard Assessment



Natural Hazard Risk Ratings (FEMA 386-2)

3Minor (1)Small (1)Possible (1)Sinkholes

4Minor (1)Small (1)Likely (2)Erosion

4Minor (1)Small (1)Likely (2)Landslides

5Minor (1)Small (1) Highly Likely (3)Wildfire

5Minor (1)Large (3)Possible (1) Earthquakes

5Limited (2)Moderate (2)Possible (1)Dam/Levee Failure

6Limited  (2)Large (3)Possible (1)Drought

6Critical  (3)Small (1)Likely (2)
Severe Thunderstorms and  
Tornadoes

7Limited (2)Large (3)Likely (2)Winter Storms

7Critical (3)Large (3)Possible (1)
Hurricanes and Tropical 
Storms

8Critical  (3)Moderate (2)Highly Likely (3)Flood

HAZARD 
RATING

Potential 
Impact

Spatial 
Extent

LikelihoodHazard

Identification of Natural Hazards



Technological accident Terrorism act

Man Made Threats

Threats – Any indication, circumstance, or event with 
the potential to cause loss of, or damage to an asset. 
They can be criminal, technological accidents and 
terrorist attacks.  

Criminal Act



ISC Risk Assessment 



Criminal Act

Long statistical 
history, proven 
methods to 
reduce crime



CPTED

Crime Prevention Through Environmental Design
• Territoriality (using buildings, fences, pavement, 

signs, and landscaping to express ownership)
• Natural surveillance (placing physical features, 

activities, and people to maximize visibility)
• Access control (the judicial placement of entrances, 

exits, fencing, landscaping, and lighting)

ISC criteria emphasize use of CPTED strategies



Terrorism Threat Assessment

Involves two steps:

� Selection of primary threats:  
tools and tactics as well as 
people with intent to cause 
harm

� Determine the threat rating:
a parameter used to quantify 
your losses

Weapons, tools, and tactics Weapons, tools, and tactics 
can change faster than a can change faster than a 
building can be modified.building can be modified.

Suicide Vest

Methods
• FEMA
• CARVER
• RAM
• HLS-CAM
• SOCMA
• VSAT
• DoD JSIVA



• Design Basis Threat – The man made threat against 
which a site or building is designed to withstand, 
recover, and operate.

• Levels of Protection – The desired site or building 
protection that defines how many casualties will occur 
and the extent of damage to the building.

• Layers of Defense – Increasing more difficult layers of 
security to be penetrated for a successful attack to occur

• CBRNE – Chemical, Biological, Radiological, Nuclear, 
Explosive

• WMD – Weapons of Mass Destruction
• WME – Weapons of Mass Effectiveness

Terrorism Threat Concepts



Design Basis Threat

DBT = The threat against which assets within a building 
must be protected and upon which the security 
engineering design of the building is based.



Information Sources: Any organization that desires 
to raise the flag of Islam high and proud, must gather 
as much information as possible about the enemy.  
Information has two sources:
(1) Public Sources: Using this public source openly 

and without resorting to illegal means, it is possible to 
gather at least 80% of information about the enemy.  
The percentage varies depending upon the 
government’s policy on freedom of the press and 
information.
(2) Secret Sources:  It is possible, through these 
secret and dangerous methods, to obtain the 20% of 
information that is considered secret 

“The one gathering information should be a regular person (trained college 
graduate) who examines primary sources of information published by the 
enemy (newspapers, magazines, radio, TV, etc.)”

“Bin Laden’s Terrorism Bible”



Terrorist Targets

Business is the target of choice



Nature of the Terrorist Threat



1984 
Botulinum

1972 
Typhoid

00959085807570

November 1995
Radioactive Cesium

December 1995
Ricin

June 1996 
Uranium

1992 Cyanide

March 1995 Ricin

April 1995 
Sarin

April-June 1995
Cyanide, Phosgene, 

Pepper Spray

February 1997 
Chlorine

14 Injured,
500 Evacuated

June 1994 
Sarin

7 Dead,
200 Injured

May 1995 
Plague

April 1997 
U235

1984 
Salmonella

200 Injured

1985 
Cyanide

March 1998
Cesium-137

2001
Anthrax

CBR Terrorist Incidents Since 
1970

March 1995 Sarin
12 Dead, 5,500 Affected



Explosive Blast Threat

Manchester blast 1996 
(approx 3700 lbs TNT 
equivalent)

Explosive blast is the still a primary threat of co ncern



YIELD (»»»»TNT Equiv.) 4,000 lb. 
Reflected PRESSURE  9,600 psi.
Stand-off 15 feet

YIELD (»»»»TNT Equiv.) 20,000 lb. 
Reflected PRESSURE  800 psi.
Stand-off 80 feet

166 killed – Not Designed 
for Progressive 

Collapse and Total 
Loss

Explosive Blast Effects

Murrah Federal Building Khobar Towers

19 killed – Designed for 
Progressive Collapse, 

lost façade and 
repaired



To defeat bollards 
in urban 
environment, use 
bigger bomb

Explosive Blast Range to Effects

Defense in depth requires perimeter protection and other mitigations



Identification of Man Made 
Threats

Man Made Threat Risk Ratings (FEMA 386-7)



ISC CBR Protection Levels
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ISC Blast Protection Levels
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DOD AT Level Of Protection

Blast Criteria
• 82 feet mitigated
• 148 feet Conventional



Layers of Defense

• Layers of Defense Elements

– Deter
– Detect
– Deny
– Devalue

• The strategy of Layers of Defense 
uses the elements and Levels of 
Protection to develop mitigation 
options to counter or defeat the 
tactics, weapons, and effects of 
an attack defined by the Design 
Basis Threat.

Reference:  Page 1-9, FEMA 426 



Layers of Defense



Determine the Hazard/Threat 
Rating

Key elementsKey elements

�� Likelihood of a threat Likelihood of a threat 
(credible, verified, (credible, verified, 
exists, unlikely, exists, unlikely, 
unknown)unknown)

�� If the use of the If the use of the 
weapon is considered weapon is considered 
imminent, expected, or imminent, expected, or 
probableprobable



Identification of a Building’s 
Assets

Step 1: Define and understand a building’s core 
functions and processes, primary services or 
outputs

– Critical activities
– Identify customers
– Inputs from external organizations

Step 2: Identify site and building infrastructure 
and systems

– Injuries or deaths related to lifelines
– Effect on core functions
– Existence of backups
– Availability of replacements
– Critical support lifelines
– Critical or sensitive information



Asset Value Rating

Key elementsKey elements

�� Loss of assets Loss of assets 
and/or people would and/or people would 
have grave, serious, have grave, serious, 
moderate, or moderate, or 
negligible negligible 
consequences or consequences or 
impactimpact



Vulnerability Assessment

Multidisciplinary Team
– Engineers

– Architects
– Security specialists

– Subject matter experts
– Outside experts if necessary



Parking Security

Electronic Security

9.0

Fire Protection Engineering 

8.0

Electrical Engineering

7.0

Mechanical Engineering

6.0

Structural Engineering

5.0

Architecture and Interior Design

4.0

Site Planning and Landscape Design

3.0

2.0

Planning and Cost1.0

ISC Security Design Criteria Sep 2004
For New Federal Office Buildings and Major Modernization Projects

ISC New Federal Office 
Standards

Risk based – flexible LOP and mitigation options



New Construction – Blast/Setback Standards
Administrative Procedures

5.0

Interior Security

4.0

Entry Security

3.0

2.0

Perimeter Security1.0

ISC Security Design Criteria Sep 2004
Security Standards for Leased Space

ISC Lease Space Standards



Building Entrance Layout

Standard 12

Windows, Skylights, and Glazed Doors 
Standard 11

Exterior Masonry Walls
Standard 10

Building Overhangs 

Standard 9

Structural Isolation 

Standard 8

Progressive Collapse Avoidance 

Standard 7

Parking Beneath Buildings or on Rooftops

Standard 6

Access Roads 

Standard 5

Drive-Up/Drop-Off Areas

Standard 4

Unobstructed Space 

Standard 3

Standard 2

Minimum Stand-off Distances Standard 1

UFC 4-010-01 APPENDIX B
DoD MINIMUM AT STANDARDS FOR NEW AND EXISTING BUILDINGS

UFC 4-010-01 Standards

Exterior Doors 



Mass Notification 

Under Building Access

Standard 22

Equipment Bracing

Standard 21

Utility Distribution and Installation 

Standard 20

Emergency Air Distribution Shutoff

Standard 19

Mailroom Ventilation

Standard 18

Air Intakes

Standard 17

Overhead Mounted Architectural Features 

Standard 16

Roof Access 

Standard 15

Mailrooms 

Standard 14

Standard 13

UFC 4-010-01 APPENDIX B
DoD MINIMUM AT STANDARDS FOR NEW AND EXISTING BUILDINGS

UFC 4-010-01 Standards



Single-Point Vulnerabilities



The trash dumpster and emergency generator are located adjacent to the loading dock

The telecom switch and computer data center are adjacent to the warehouse

The mailroom is located within the interior and not on exterior wall or separate HVAC system

The loading dock and warehouse provide single point of entry to the interior

Standard 1

Standard 1

Standard 13 
and 17

Standard 11

Functional Analysis SPVs



Air Intakes Drive Through

Electrical Service

Telecom Service

Infrastructure SPVs



Vulnerability Rating

Key elementsKey elements

�� Number of weakness Number of weakness 

�� Aggressor potential Aggressor potential 
accessibilityaccessibility

�� Level of Level of 
redundancies/physical redundancies/physical 
protectionprotection

�� Time frame for the Time frame for the 
building to become building to become 
operational againoperational again



Approach to Quantifying Risk 

������������ ����	�
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Functions Matrix



Infrastructure Matrix



Risk Roll Up Matrix

Powerful visual that correlates hazard/threat with asset risk

Vertical = Hazard/Threat that impacts the functions /infrastructure

Horizontal = Asset impacted by number of Hazards/Th reats



Risk Reduction

Three Options:

• Do nothing and accept 
the risk.

• Perform a risk 
assessment and manage 
the risk by installing 
reasonable mitigation 
measures.

• Harden the building 
against all threats to 
achieve the least amount 
of risk. 



Mitigation Measures 
can be:

• Plans, Policies, 
Procedures

• Equipment

• Personnel

• Capital Investment

Mitigation Measures 
can be:

• Plans, Policies, 
Procedures

• Equipment

• Personnel

• Capital Investment

Mitigation Measures

A mitigation measure is an action, device, or system used to 
reduce risk by affecting an asset, threat, or vulnerability.



Cost-Benefit and Impact 
Analysis

NFPA A.5.3.3(7) 

An economic and financial impact analysis allows the quantification of the impacts without considering the cause of the 
disaster/emergency. This analysis is closely related to the process of identifying essential or critical functions or 
processes and helps decide where to place the emphasis in planning efforts.

The analysis examines potential economic or financial loss resulting from disruption of the functions, processes, or 
services over time. The purpose of an economic and financial impact analysis is to arrive at a general loss expectancy 
that demonstrates what is at risk and to guide measures to mitigate the effects of a disaster/emergency.

FEMA 386-2 Loss Estimation

Total Loss for Event = (Structure Replacement Value x % Damage) + (Replacement Value of Contents x % Damage) + 
(Average Daily Operating Budget x Functional Downtime + Displacement Cost per day x Displacement Time)

ISC Section 1.2.2 Cost Risk Analysis

ASTM 1185-93 Standard Guide for Selecting Economic Methods for Evaluating Investments in Buildings and Building 
Systems
ASTM 1946-98 Standard Practice For Measuring Cost Risk of Buildings and Building Systems
ASTM 1765-98 Standard Practice For Applying Hierarchy Process to Multi-attribute Decision Analysis of Investments 
Related to Buildings and Building Systems

Simplified Consequential Loss

Consequential Loss = Risk X Asset Cost



Impact/Loss Analysis

Sorted by Risk Sorted by Consequential Loss



Risk Mitigation Matrix

Sorted by Consequential Loss with Mitigation Options



ASSETS

• Relocate

• Reduce 
assets

• Plan for 
recovery

• Insure

Reduce the 
impact on the 
assets

Measures to Reduce Risk

HAZARD/THREAT

• Deter

• Detect

• Deny 

• Devalue

Affect the 
hazard/threat

VULNERABILITIES

• Conceal

• Reduce

• Eliminate

Affect the degree of 
vulnerability

Risk mitigation and building security objective is to achieve a 
balanced approach that combines aesthetics, enhanced security, 
and use of non-structural measures.



Building Design

• Place unsecured or high risk 
areas outside building 
footprint 

• Do not mix high risk and low 
risk tenants in same building

• Locate critical assets into 
interior of building 

• Separate areas of high visitor 
activity (unsecured) from 
critical assets

• Protect points of entry

1

7

6

5

4

3

2

• If the design threat is 
considered larger, upper floors 
will need additional 
consideration

• Above the sixth floor, only 
conventional construction may 
be necessary 

• At the fourth through sixth 
floor, the hardening can be 
reduced.

• The hardening of the first three 
floors is critical.  



Integrated Perimeter Protection

Objective: Seamless and invisible 
Integrated landscape features and 
perimeter protection, multiple 
layers of defense



ASHRAE Standards
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Filtration can remove most 
particulates



UV lamps resemble ordinary 
fluorescent lamps, but are designed 
to emit germicidal UV

Ultraviolet Germicidal
Irradiation

All viruses and almost all bacteria (excluding spores) are 
vulnerable to moderate levels of UVGI exposure



Protection Equipment 



The purpose of electronic security is to improve the reliability and 
effectiveness of life safety systems, security systems, and building functions. 

Security System Design



Perimeter Zone

Zone 1

Zone 4

Zone 2

Zone 3

Zone 5

Zone 6

Zone 7Zone 8

Zone 11

Zone 10

Zone 9



Layers of Defense/Levels of 
Security

Parking G2 – Security Level 1

Parking G1 – Security Level 1

First Layer 
of Defense

Second 
Layer of 
Defense

Third Layer of Defense

Lobby – Security Level 1

Floor – Security Level 2

Vehicle Inspection
Zone

Floor – Security Level 2

Floor – Security Level 3

Safe Haven Floor – Security Level 4

Floor – Security Level 5



Security Control Centers

Old Generation Newer Generation

Unified Security/Emergency Operations Center with 
connectivity to local EOC – NIMS and NRP



http://www.smart.gov/

Smart Cards



Fiber Optic Cable Infrared Illuminators

Microwave Sensors Balanced Magnetic Switches

Intrusion Detection Systems



CCTV

Video as an Intrusion Detection 
System

CCTV

Motion 
Sensors

Old Generation New Generation



Old Generation

New 
Generation

9):�:#�#��6��	�&����:�'���

Video Motion and Audio



Convergence of Applications

• Photo I D Creation

• Alarm management

• Access Management
• Air Quality monitoring

• Visitor Controls

• Digital Video event linking
• Event and data base linking

• Camera Controls



Additional Protection Guidance

• TISP – Disaster Resilience Guide
• NIBS Whole Building Design
• DHS and GSA Public Building Standards
• CDC-NIOSH Publications
• NFPA Publications (730/731 Security Standards)
• ASHRAE Publications (HVAC)
• FEMA 453 Multi-Hazard Shelter
• Virginia CPTED Guide
• American Crime Prevention Institute (Aegis)
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