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Organization ID-Control SystemDemilitarized Zone/EnclaveDMZ/EN Transport Backbone TB L L L M M M M M H

Organization ID-Control SystemAirfield Systems AS Aircraft Arresting Systems (AAS) AAS NA NA NA L L M M M H

Organization ID-Control SystemAirfield Systems AS Airfield Lighting Control System (ALCS) ALCS NA NA NA L L M M M H

Organization ID-Control SystemAirfield Systems AS Bird Scare Systems BSS NA NA NA L L M M M H

Organization ID-Control SystemAirfield Systems AS Ramp Lighting Systems [High Mast] RLS NA NA NA L L M M M H

Organization ID-Control SystemAirfield Systems AS Runway Ice Detection Systems (RIDS) RIDS NA NA NA L L M M M H

Organization ID-Control SystemPier Systems PS Dry Dock Process Water DDPW L L M M M H M M H

Organization ID-Control SystemEnvironmental ENV Ambient Air Monitoring Systems AAMS L L M L L M L L M

Organization ID-Control SystemEnvironmental ENV Ambient Noise Monitoring Systems ANMS L L M L L M L L M

Organization ID-Control SystemEnvironmental ENV Environmental Water Level Monitoring SystemsEWLMS L M L L M L L M M

Organization ID-Control SystemEnvironmental ENV Groundwater & Surface Water Monitoring WMS L L M L L M L L M

Organization ID-Control SystemEnvironmental ENV Landfill Leachate Monitoring Systems LLMS L M L L M L L M M

Organization ID-Control SystemEnvironmental ENV Pollutant Discharge Effluent Monitoring PDEMS L M L L M L L M M

Organization ID-Control SystemEnvironmental ENV Water Contamination Monitoring Systems WCMS L M L L M L L M M

Organization ID-Control SystemEnvironmental ENV Water Pollution Discharge Monitoring System WPDMS L M L L M L L M M

Organization ID-Control SystemEnvironmental ENV Water Temperature Monitoring Systems WTMS L M L L M L L M M

Organization ID-Control SystemElectronic ESS Electronic Emissions Detection Systems EEDS L L M M M H M M H

Organization ID-Control SystemElectronic ESS Electronic Security System (ESS)[Bundled] ESSB M M H M M H M M H

Organization ID-Control SystemElectronic ESS Digital Way-finding Signage Systems DWSS L L M M M H M M H

Organization ID-Control SystemElectronic ESS Infant/Pediatric Abduction Systems IPAS M M H M M H M M H

Organization ID-Control SystemElectronic ESS Intrusion Detection Systems (IDS) IDS H H H H H H H H H

Organization ID-Control SystemElectronic ESS Installation Access Control Systems (IACS) IACS H H H H H H H H H

Organization ID-Control SystemElectronic ESS Physical Access Control Systems (PACS) PACS M M H M M H M M H

Organization ID-Control SystemElectronic ESS Psychiatric Monitoring System PMS M M H M M H M M H

Organization ID-Control SystemElectronic ESS Radio Frequency Detection Systems RFDS L L M M M H M M H

Organization ID-Control SystemElectronic ESS Residential (Billet) Keyless Entry Control System RKECS M M H M M H M M H

Organization ID-Control SystemElectronic ESS Surveillance/Assessment Systems SAS H H H H H H H H H

Organization ID-Control SystemElectronic ESS Vehicle Access Barrier System VABS L L M M M H M M H

Organization ID-Control SystemElectronic ESS Video Monitoring Systems/Closed Circuit TV (CCTV)CCTV L L M H H H H H H

Organization ID-Control SystemFire & Life Safety FLS CBRNE Notification Systems (CBRNE) CBRNE H H H H H H H H H

Organization ID-Control SystemFire & Life Safety FLS Fire Alarm Reporting System (FARS) FARS H H H H H H H H H

Organization ID-Control SystemFire & Life Safety FLS Fire Hydrant Water Distribution Systems FHWDS L L H L L H L L H

Organization ID-Control SystemFire & Life Safety FLS Fire Pump Control System FPCS H H H H H H H H H

Organization ID-Control SystemFire & Life Safety FLS Fire Suppression Systems FSS H H H H H H H H H

Organization ID-Control SystemFire & Life Safety FLS Mass Notification System (MNS) MNS H H H H H H H H H

Organization ID-Control SystemDams, Locks & DLL Hydropower Control Systems (HPCS) HPCS L M M L M M NA NA NA

Organization ID-Control SystemDams, Locks & DLL Water Management Control Systems (WMCS) WMCS L L L L L L NA NA NA

Organization ID-Control SystemDams, Locks & DLL Navigation Control Systems (NAVCS) NAVCS L L L L L L NA NA NA

Organization ID-Control SystemDams, Locks & DLL Flood Risk Management Control Systems (FRMCS)FRMCS L M M L M M NA NA NA

Organization ID-Control SystemDams, Locks & DLL Dam Safety Control Systems (DSCS) DSCS L L L L L L NA NA NA

Organization ID-Control SystemDams, Locks & DLL Water Supply Control Systems (WSCS) WSCS L L L L M L NA NA NA

Organization ID-Control SystemMedical MED Integrated Audio-Video Systems and Equipment for AuditoriumsAV M M L M M L M M L

Organization ID-Control SystemMedical MED Automatic Guided Vehicle Systems AGV M M L M M L M M L

Organization ID-Control SystemMedical MED Electrical Systems ES M M L M M L M M L

Organization ID-Control SystemMedical MED Electronic Message (Wayfinding) Signage EWS M M L M M L M M L

Organization Support Organization Essential

Preliminary Baseline C-I-A

Organization Critical

Control Systems



Organization ID-Control SystemMedical MED Electronic Security System ESS M M M M M M M M M

Organization ID-Control SystemMedical MED Elevators Controls EC M M L M M L M M L

Organization ID-Control SystemMedical MED Fire Detection and Alarm System FDAS M H H M H H M H H

Organization ID-Control SystemMedical MED Fume Hood Alarm System FHAS M M L M M L M M L

Organization ID-Control SystemMedical MED Generator Monitoring and Alarm System GMAS M M M M M M M M M

Organization ID-Control SystemMedical MED Direct Digital Control for HVAC DDC M M L M M M M M M

Organization ID-Control SystemMedical MED Radiology Equipment XRAY M M M M M M M M M

Organization ID-Control SystemMedical MED Integrated Operating Room System IORS M H M M H M M H M

Organization ID-Control SystemMedical MED Interactive Television System ITV M M L M M L M M L

Organization ID-Control SystemMedical MED Internal Cellular, Paging, and Antenna Systems (IRES)IRES M M L M M L M M L

Organization ID-Control SystemMedical MED Lighting Control Devices LC M M L M M L M M L

Organization ID-Control SystemMedical MED Gas and Vacuum Systems for Healthcare FacilitiesGAS M H H M H H M H H

Organization ID-Control SystemMedical MED Clock System (e.g. Network Time Synchronization System)NTS M M L M M L M M L

Organization ID-Control SystemMedical MED Nurse Call System NC M M M M M M M M M

Organization ID-Control SystemMedical MED Radio Communications (Paging) Equipment RP M M L M M L M M L

Organization ID-Control SystemMedical MED Patient Queuing and Clinical Workflow System QUE M M M M M M M M M

Organization ID-Control SystemMedical MED Patient Monitoring and Telemetry Systems (PM)PM M M M M M M M M M

Organization ID-Control SystemMedical MED Pneumatic Tube System PTS M M L M M L M M L

Organization ID-Control SystemMedical MED Point of Sale System POS M M L M M L M M L

Organization ID-Control SystemMedical MED Point of Use Supply System POU M M M M M M M M M

Organization ID-Control SystemMedical MED Radio and Public Address Systems PA M M M M M M M M M

Organization ID-Control SystemMedical MED Refrigerator Monitoring Systems RMS M M L M M L M M L

Organization ID-Control SystemMedical MED Infrared and Radio Frequency Tracking Systems (RFTS)RFTS M M L M M L M M L

Organization ID-Control SystemMedical MED Cable Television Premises Distribution System (CATV)CATV M M L M M L M M L

Organization ID-Control SystemMedical MED Uninterruptible Power Supply System UPS M M L M M L M M L

Organization ID-Control SystemMedical MED Utility Monitoring and Controls Systems UMCS M M L M M L M M L

Organization ID-Control SystemTraffic Control TCS Traffic Camera System TCAM L L M M M H M M H

Organization ID-Control SystemTraffic Control TCS Traffic Control System (TCS) [Bundled] TCS L L M M M H M M H

Organization ID-Control SystemTraffic Control TCS Traffic Signals Systems TSS L L M M M H M M H

Organization ID-Control SystemTraffic Control TCS Vehicle Access Barrier System VABS L L M M M H M M H

Organization ID-Control SystemTransportation & TFS Fuel Leak Detection System FLDS L L M M M H M M H

Organization ID-Control SystemTransportation & TFS Petroleum, Oil & Lubricants (POL) [Distribution POL M M H M M H M M H

Organization ID-Control SystemTransportation & TFS Railroad Track Systems RTS L L M M M H M M H

Organization ID-Control SystemTransportation & TFS Vehicle Fueling Systems VFS L L M M M H M M H

Organization ID-Control SystemMeteorological MET Lightning Detection Systems LDS L L M M M H M M H

Organization ID-Control SystemMeteorological MET Weather Monitoring System WMS L L M M M H M M H

Organization ID-Control SystemBuilding Control BCS Building Automation System (BAS) BAS L L L L M M L H H

Organization ID-Control SystemBuilding Control BCS Building Lighting System BLS L L L L M M L H H

Organization ID-Control SystemBuilding Control BCS Conveyance/Vertical Transport System C/VTS L L L L M M L H H

Organization ID-Control SystemBuilding Control BCS Electrical Systems (ES) [Such as local building generators not designed for grid interconnection, high reliability switching from two sources for critical buildings, etc.]ES L L L L M M L H H

Organization ID-Control SystemBuilding Control BCS Heating, Ventilation, Air Conditioning (HVAC) HVAC L L L L M M L H H

Organization ID-Control SystemBuilding Control BCS Irrigation System IRR L L L L M M L H H

Organization ID-Control SystemBuilding Control BCS Shade Control System SCS L L L L M M L H H

Organization ID-Control SystemBuilding Control BCS Vehicle Charging System VCS L L L L M M L H H

Organization ID-Control SystemUtility Control UCS Cathodic Protection Systems (CPS) CPS L L M M M H M M H

Organization ID-Control SystemUtility Control UCS Compressed Air (Or Compressed Gases) System [Generation, Storage, Distribution]CA/GS L L M M M H M M H

Organization ID-Control SystemUtility Control UCS Central Plant (District) Chilled Water System DCWS M M H M M H M M H

Organization ID-Control SystemUtility Control UCS Central Plant (District) Electrical Power Production DEPP L L L L M M M H H

Organization ID-Control SystemUtility Control UCS Central Plant (District) Hot Water System DHWS M M H M M H M M H



Organization ID-Control SystemUtility Control UCS Central Plant (District) Steam System DSS M M H M M H M M H

Organization ID-Control SystemUtility Control UCS Electrical Distribution System (exterior) EDS M M H M M H M M H

Organization ID-Control SystemUtility Control UCS Gray Water System GWS L L M M M H M M H

Organization ID-Control SystemUtility Control UCS Industrial Waste Treatment System IWTS M M H M M H M M H

Organization ID-Control SystemUtility Control UCS Microgrid MG L L L L M M M H H

Organization ID-Control SystemUtility Control UCS Natural Gas System NGS M M H M M H M M H

Organization ID-Control SystemUtility Control UCS Oily Water/Waste Oil System OW/WOS L L M M M H M M H

Organization ID-Control SystemUtility Control UCS Potable Water System PoWS M M H M M H M M H

Organization ID-Control SystemUtility Control UCS Pure Water System PuWS L L M M M H M M H

Organization ID-Control SystemUtility Control UCS Salt Water System SWS L L M M M H M M H

Organization ID-Control SystemUtility Control UCS Sanitary Sewer/Wastewater System SS/WS M M H M M H M M H

Organization ID-Control SystemUtility Control UCS Utility Metering System (Advanced Meters, AMI, etc.)UMS L L L M M M M M M

Organization ID-Control SystemUtility Monitoring and Control System (UMCS)UMCS Utility Monitoring and Control System (UMCS) [Bundled UCS and/or BCS]UMCSB L L L L M M M H H



NIST SP 800-60 R1 Vols 1& 2 (Format, see Tab for actual form)

Business and Mission Supported: Information Types Information 

Types

PlT Enclave (PE) PIT systems are analogous to enclaves but are dedicated only to the platforms they support. Enclaves provide standard cybersecurity, such as boundary defense, incident detection and response, and key management, and also deliver common applications. Enclaves may be specific to an organization or a mission, and the computing environments may be organized by physical proximity or by function independent of location. Examples of enclaves include local area networks and the applications they host, backbone networks, and data processing centers.NA NA NA NA NA NA NA C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Aircraft Arresting Systems (AAS) are both fixed and mobile systems (cable and net) that stop an aircraft and prevent it from overrunning the runway.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Airfield Lighting Systems (ALS) include the navigation lighting, approach lighting, runway and taxiway lighting, and parking area lighting systems to ensure safe operations.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Bird Scare Systems (BSS) are used to keep birds away from aircraft activities. BSS are usually a single or combination of noise, light, animal, or human presence.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Ramp Lighting Systems (RLS) are used to illuminate the airfield or pier for nighttime/limited visibility operations and physical security.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Runway Ice Detection System (RIDS) are used to identify icing and reduced surface traction conditions of airfield pavements.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Dry Dock Process Water (DDPW) is water that is pumped into or out of the dry dock and consists of the pipe, pumps, valves and controllers that regulate the water pressure and flow rate.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Ambient Air Monitoring Systems (AAMS) measure air quality to assess the extent of pollution, ensure compliance with national legislation, evaluate control options, and provide data for air quality modeling.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.NA NA NA NA

Ambient Noise Monitoring Systems (ANMS) are used to measure the normal background noise profile and ensure that noise levels remain within a specified range.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.NA NA NA NA

Water Temperature Monitoring Systems (WTMS) monitor the incoming and outgoing temperature of groundwater, surface water, and process water.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.NA NA NA NA

Groundwater & Surface Water Monitoring Systems (GSWMS) are used to measure groundwater and surface water for pollutants and contaminants, oxygen levels, and other parameters such as turbidity, acidity, etc.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.NA NA NA NA

Landfill Leachate Monitoring Systems (LLMS) monitor the fluids [C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.NA NA NA NA

Pollutant Discharge Effluent Monitoring Systems (PDEMS) monitor wastewater discharges as required by the Clean Water Act and must meet National Pollutant Discharge Elimination System (NPDES) requirements.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.NA NA NA NA

Water Contamination Monitoring Systems (WCMS) are required by the Clean Water Act and measure contaminants in the surface and groundwater's used for potable water, and to monitor contaminant's due to spills and cleanup on DoD installations.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.NA NA NA NA

Water Pollution Discharge Monitoring Systems (WPDMS) monitor the effluent as required by the Clean Water Act and must meet National Pollutant Discharge Elimination System (NPDES) requirements.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.NA NA NA NA

Water Temperature Monitoring Systems (WTMS) monitor the incoming and outgoing temperature of groundwater, surface water, and process water.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.NA NA NA NA

Electronic Emissions Detector Systems (EEDS) are used to monitor, track and identify electronic emissions to include radio signals such as Wi-Fi, UHF, VHF, other electromagnetic spectrum to include microwave and infrared, and laser sound/audio vibration.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Electronic Security Systems Bundled (ESSB) is a collection of multiple ESS that have been procured as components of a modular system and can consist of multiple vendors.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Digital Way finding Signage (DWS) systems are used on both exteriors and interiors of buildings to direct people to a specific location within a campus, a building, or an event.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Infant/Pediatric Abduction Systems (I/PAS) are used in medical and clinical facilities to ensure that infants and young children are monitored to prevent or alert of a potential abduction.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Intrusion Detection Systems (IDS) are used to identify people who have entered into a secure area. IDS consists of many different sensors such as infrared, microwave, glass break, vibration, and magnetic.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Installation Entry Control systems (IEC) are part of the installation ATFP perimeter defense.  The IEC may consist of vehicle pop-up barriers, mantraps, entry gates, rejection/holding areas, lighting and messaging/way finding signage.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

An automated system that interfaces with locking mechanisms that momentarily permit access (for example, by unlocking doors or gates) after verifying entry credentials (e.g., using a card reader).  Other DoD documents may refer to the ACS as an Automated Access Control System, Electronic Entry Control system, or Keyless Access System.  ACS is a subsystem of an ESS.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Psychiatric Monitoring Systems (PMS)  are used in medical and clinical facilities to ensure patients remain within the designated ward, room, or spaces.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Radio Frequency Detectors (RFD) are used to monitor, track and identify AM and FM radio signals such as Wi-Fi, UHF, and VHF.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Residential (Billet) Keyless Entry Control Systems (RKECS) are used in dormitories, BAQ, TLQ and other facilities for access control.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Surveillance/Assessment Systems (S/AS) are used as part of the ATFP perimeter defense to monitor people and assets in a secure area. These systems can include visual, electromagnetic, physical, satellites, UAV's and drones.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Pop-Up Barrier Systems (PBS) are part of the ATFP perimeter defense and are used to manage vehicle access to secure areas.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Video Monitoring Systems (VMS)/Closed Circuit TV (CCTV) allows video assessment of alarm conditions via remote monitoring and recording of video events.  Video monitoring may also be incorporated into other systems which are not CCTV. CCTV is used to remotely monitor an asset (a room, substation, pump, fence, people, etc.) or a device such as a gauge, damper, valve or actuator.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

CBRNE Notification Systems consist of the monitoring system, sensors and devices to detect chemical, biological, radiological, nuclear and explosive compounds and alarm and/or interact with other facility systems to prevent contaminants from spreading into other parts of the facility and provide safe haven areas for people within the facility.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Fire Alarm Controls (FAS) are required by fire code for all occupied and special use buildings. The FAS consists of multiple sub-systems such as fire control panels, fire suppression systems/sprinklers, waterless fire suppression, and interconnect to other building systems such as HVAC, lighting, elevators, and egress.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Fire Hydrant Water Distribution Systems (FHWDS) are both exterior and interior systems that consist of pipes, sensors, and actuators that control the water pressure and flow to hydrants and fire point of connections on a building/facility.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Fire Pump Controls Systems (FPCS) are part of the fire suppression system required by fire code. [C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Fire Suppression Systems (FSS) sprinklers and waterless fire suppression are part of the FAS. They discharge in the event of a fire.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Mass Notification Control Systems (MNCS) are used to notify a large geographic area of an event and action to take.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Hydropower Control Systems (HPCS) are traditionally supervisory control and data acquisition (SCADA) systems to produce and distribute electric power.NA NA NA NA NA NA NA NA NA NA NA

Water Management Control Systems (WMCS) are mostly data acquisition systems.NA NA NA NA NA NA NA NA NA NA NA

Navigation Control Systems (NAVCS) operate locking facilities. NA NA NA NA NA NA NA NA NA NA NA

 Flood Risk Management Control Systems (FRMCS) includes all activities devoted to the effective use [and maintenance] of impoundments, levees, and hurricane protection systems specifically designed for managing water to protect life and economic stability. NA NA NA NA NA NA NA NA NA NA NA

 Dam Safety Control Systems (DSCS) are mostly data acquisition system to monitor dam integrity. Dam Safety includes all activities required to ensure the structural integrity of flood control structures by monitoring water seepage levels, uplift pressures, etc. NA NA NA NA NA NA NA NA NA NA NA

Water Supply Control Systems (WSCS) treat and distribute water to populated areas. Water Treatment Processing includes all activities required to process and treat drinking water for the public.  Water Distribution information includes all activities that promote effective distribution of treated water for public consumption.NA NA NA NA NA NA NA NA NA NA NA

Audiovisual System consists of a network of audio inputs, video [C.2.8.12]General Information L Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeM Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.M

An automated guided vehicle or automatic guided vehicle (AGV) is a mobile robot that follows markers or wires in the floor, or uses vision, magnets, or lasers for navigation. AGVs are used in the healthcare industry for efficient transport, and are programmed to be fully integrated to automatically operate doors, elevators/lifts, cart washers, trash dumpers, etc. AGVs typically move linens, trash, regulated medical waste, patient meals, soiled food trays, and surgical case carts.[C.2.8.12]General Information L Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeM Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.M

Infrastructure and equipment used to transport and transform electricity throughout a facility for applications which include transportation, heating, cooling, lighting, communications, and computation.[C.2.8.12]General Information L Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeM Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.M

Electronic signs, kiosks, and other devices connected to a centralized system that enables users to quickly navigate buildings and campuses.[C.2.8.12]General Information L Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeM Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.M

C.3.1.1 Facilities, Fleet, and Equipment Management Information Type[C.2.8.12]General Information
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ESS use various combinations of capabilities for intrusion detection, duress alarm, door access control, Infant Protection Alarm, Staff Assist Alarm in behavioral health areas, video surveillance, and photo badging.[C.2.8.12]General Information L Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeM Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.M

Elevator controls govern the operation of vertical transportation systems.[C.2.8.12]General Information L Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeM Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.M

A fire alarm system is number of devices working together to detect and warn people through visual and audio appliances when smoke, fire, carbon monoxide or other emergencies are present. These alarms may be activated automatically from smoke detectors, and heat detectors or may also be activated via manual fire alarm activation devices such as manual call points or pull stations. Alarms can be either motorized bells or wall mountable sounders or horns. They can also be speaker strobes which sound an alarm, followed by a voice evacuation message which warns people inside the building not to use the elevators. [C.2.8.12]General Information L Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeM Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.M

Laboratory fume hoods provided with audible and visual alarms to indicate inadequate sash airflow conditions. [C.2.8.12]General Information L Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeM Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.M

A remote alarm annunciator that receives power from a storage battery shall be provided in a location readily observed by operating personnel at a regular workstation. The annunciator shall indicate alarm conditions of the alternate power source, as indicated in NFPA 99 and NFPA 110, and shall include (but is not limited to): battery and battery charger malfunction, engine generator run status, engine generator alarms, and less than a three-hour fuel supply in the day tank and 24-hour supply in the main storage tank. A separate audible and visible derangement signal shall be provided within the hospital at a continuously monitored location.[C.2.8.12]General Information L Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeM Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.M

A system that controls building electrical and mechanical systems [C.2.8.12]General Information L Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeM Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.M

A variety of imaging equipment using  X-ray radiography, ultrasound, computed tomography (CT), nuclear medicine including positron emission tomography (PET), and magnetic resonance imaging (MRI) for the purpose of diagnosing and/or treating  diseases[C.2.8.12]General Information L Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeM Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.M

In the context of an operating room, “integration” refers to functionally connecting the OR environment. This includes patient information, audio, video, surgical lights and room lights, building automation (HVAC), and medical equipment. Users can easily route A/V sources and effectively control surgical equipment.[C.2.8.12]General Information L Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeM Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.M

A totally integrated ITV System used to communicate information, education, and entertainment programs over facility ITV channels from a variety of commercial and in-house multimedia program sources to provided flat-panel HDTVs in patient, staff, and visitor areas throughout an inpatient Military Medical Facility.[C.2.8.12]General Information L Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeM Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.M

A network of spatially separated antenna nodes connected to a common source via a transport medium that provides wireless service within a geographic area or structure.[C.2.8.12]General Information L Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeM Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.M

A lighting control system is an intelligent network based lighting control solution that incorporates communication between various system inputs and outputs related to lighting control with the use of one or more central computing devices.[C.2.8.12]General Information L Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeM Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.M

Medical gas systems include compressed air (medical, dental, instrument, medical laboratory, dental laboratory, process), vacuum (medical, dental surgical, oral evacuation [OE], waste anesthesia gas disposal [WAGD]), exhaust (laboratory dental), positive pressure gases (nitrogen [N], oxygen [O], nitrous oxide [NO], carbon dioxide [CO2]), and the associated equipment, e.g., piping, filters, regulators, alarms, manifolds, and tanks.[C.2.8.12]General Information L Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeM Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.M

A networking protocol for clock synchronization between computer systems over packet-switched, variable-latency data networks.[C.2.8.12]General Information L Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeM Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.M

Nurse call systems communicate patient and caregiver calls for various levels of assistance from appropriate caregiver responders. The communications shall include explicit information about the specific call location and level of assistance needed. [C.2.8.12]General Information L Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeM Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.M

Radio paging system includes wireless telecommunications devices that receive and display numeric messages and/or receives and announces voice messages. [C.2.8.12]General Information L Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeM Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.M

A system of kiosks, desktop control devices, and other devices used to check-in and log patients, track pertinent patient information, assign clinical workflow, and monitor/analyze clinical efficiency, work sequencing, and other communications and logistics tasks associated with the patient care experience.[C.2.8.12]General Information L Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeM Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.M

A system of medical devices used for monitoring patients. It can consist of one or more sensors, processing components, display devices (which are sometimes in themselves called "monitors"), as well as communication links for displaying or recording the results elsewhere through a monitoring network[C.2.8.12]General Information L Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeM Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.M

Pneumatic tubes   are systems that propel cylindrical containers through networks of tubes by compressed air or by partial vacuum controlled by local and system devices.[C.2.8.12]General Information L Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeM Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.M

Commercial registers used to process payment transactions - typically in hospital dining facilities.[C.2.8.12]General Information L Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeM Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.M

A system of devices used to stock and distribute medical supplies and certain equipment. These systems automate critical supply functions such as supply requisitioning, patient charging, inventory management and information capture and use RFIDS to interface with logistics database.[C.2.8.12]General Information L Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeM Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.M

An electronic sound amplification and distribution system with a microphone, amplifier and loudspeakers, used to allow a person to address a buildings, campuses, or large groupings of people.[C.2.8.12]General Information L Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeM Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.M

A system  that consists of a network of sensors that are linked together to form a temperature, humidity, and event alarm and logging system.[C.2.8.12]General Information L Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeM Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.M

A location system consisting of a network of IR and RF emitters, sensors, devices, and tags that are linked together to form a sensory network of asset tracking , staff tracking , and patient tracking with event logging and visual display of real-time asset locations.[C.2.8.12]General Information L Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeM Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.M

A cable TV premises distribution system consisting of coaxial cables and connecting hardware to transport television and commercial internet service provider signals throughout the building to user locations as indicated. [C.2.8.12]General Information L Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeM Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.M

An electrical apparatus system that provides emergency power to a load when the input power source or mains power fails.[C.2.8.12]General Information L Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeM Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.M

The system consisting of one or more building control systems and/or [C.2.8.12]General Information L Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeM Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.M

Traffic Signals Systems (TFS) are used to monitor and manage vehicle traffic and consist of embedded sensors, cameras, radar, and digital signage to direct traffic.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Traffic Signals Systems (TFS) are used to monitor and manage vehicle traffic and consist of embedded sensors, cameras, radar, and digital signage to direct traffic.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Traffic Signals Systems (TFS) are used to monitor and manage vehicle traffic and consist of embedded sensors, cameras, radar, and digital signage to direct traffic.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Traffic Signals Systems (TFS) are used to monitor and manage vehicle traffic and consist of embedded sensors, cameras, radar, and digital signage to direct traffic.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Fuel Leak Detection System (FLDS) are installed on POL and other fluid transport systems to identify leaks and/or loss of pressure that could result in environmental spillage and contamination.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Petroleum, Oil & Lubricants (POL), Distribution & Storage are a combination of multiple control systems typically categorized as SCADA or DCS. These systems use Programmable Logic Controllers (PLCs) and Remote Terminal Units (RTUs) spread out over a large geographic area, multiple large volume tanks, an extensive underground pipeline distribution system/pantograph, and interconnects to other IT and OT systems such as an inventory and spill system.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Railroad Track systems are a combination of multiple control systems typically categorized as SCADA or DCS. These systems use Programmable Logic Controllers (PLCs) and Remote Terminal Units (RTUs) spread out over a large geographic area.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Vehicle Fueling Systems (VFS) are used to fuel vehicles and can are a combination of multiple control systems typically categorized as SCADA or DCS. These systems use Programmable Logic Controllers (PLCs) and pumping stations integrated with other IT and OT systems such as an inventory and spill system.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Lightning Detection Systems (LDS) are used to detect lightning within a geographic area and provide an alert and notification to take shelter and/or limit outside activities until the threat of lighting strikes has passed.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Weather Monitoring Systems (WMS) are used to monitor the weather within a geographic area and provide alerts and notification. They are used to monitor the exterior weather conditions and interconnect to the BAS and SCS to manage the internal lighting, temperature and humidity levels and externally to monitor green roof conditions.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Building Automation Systems (BAS) consists of the UMCS Front End, connected building control systems which control building electrical and mechanical systems, and user interfaces for building control supervision.  BAS is an industry/vendor term and product lines can include modules for HVAC, lighting, fire alarm, physical access control, digital signage, etc.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Lighting Systems (LS) are both exterior and interior facility/building systems used to provide light. Lighting systems consist of the fixtures (LED, halogen, high pressure sodium, incandescent), occupancy and light sensors, motion detectors, and can be interconnected to other systems such as shade control and energy management systems.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Conveyance/Vertical Transport Systems (C/VTS) are elevators, escalators, and lifts that move people and materials either horizontally or vertically. These systems are typically interconnected with the BAS, FAS, and PACS systems as part of the fire code requirements for egress and life safety.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Electrical Systems (ES) within a building are the transformers, switches, and distribution wiring that supply typical 220/110 power to the building.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Heating, Ventilation, Air Conditioning (HVAC) Systems provide the temperature and humidity control for a facility/building. The HVAC typically consist of cooling towers, chill water, air handling units, variable air volume boxes, fans and coils, radiators, and piping to distribute hot and cold water and condition air.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Irrigation Systems (IS) are both exterior and interior facility/building systems used to provide water to vegetation (agriculture and landscaping) and consists of the water source (utility, pumped surface/groundwater, storage tank), piping, sprinkler or drip delivery, and sensors and actuators to measure pressure and flow.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Shade Control Systems (SCS) are used to manage the amount of light and heat that enters a building and include interior activated blinds, screens and exterior awnings and overhangs. The SCS are typically integrated into the BAS and Weather systems.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Vehicle Charging Systems (VCS) are typically electrical (but could also include hydrogen, CNG, Propane, etc.) that are used to recharge renewable energy vehicle fleets and personal vehicles. They can be stand-alone or have CAC/PIV/Credit Card interfaces and tie to other PII systems.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Cathodic Protection Systems (CPS) are used to provide cathodic protection to buried and elevated pipe and other metal systems such as building envelopes and roofs where dissimilar metals are joined. Cathodic elements exchange ions to maintain surface level of protection and prevent leaks and corrosion.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Compressed Air (Or Compressed Gases) Systems (CAS/CGS) provide air used to manage tanks head space and pneumatic systems, O&M tools and equipment, and other buildings systems[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

District Chilled Water Systems (DCWS) provide chilled water to the HVAC system and/or Distributed Energy Grids. Chilled water is essential to manage the temperature and humidity control within a building.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

District Electrical Power Production (DEPP) provide electrical power to the grid.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

District Hot Water Systems (DHWS) provide hot water to the HVAC system and/or Distributed Energy Grids. Hot water is essential to manage the temperature and humidity control within a building.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H



District Steam Systems (DSS) provide steam to the HVAC system and/or Distributed Energy Grids. Steam is essential to manage the temperature and humidity control within a building.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Utility Electrical Systems (ES) are the substations, step-down transformers, switch gear and power cabling that provide the power to the Facility Point Of Connection/AMI.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Gray Water Systems (GWS) provide water that has been reprocessed from sanitary waste, is not potable, but can be used for irrigation, etc.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Industrial Waste Treatment Systems (IWTS) reclaim water that has been used for industrial processes such as manufacturing, operations and maintenance, chill water effluent, and deicing operations and contain chemicals or solids that must be removed prior to discharge into other bodies of water.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

A Microgrid is a group of interconnected loads and distributed energy resources (DER) with clearly defined electrical boundaries that acts as a single controllable entity with respect to the grid [and can] connect and disconnect from the grid to enable it to operate in both grid- connected or island mode.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Natural Gas Systems (NGS) are the distribution pipelines, pumps and controls used to provide the natural gas commodity from the supplier to the end user.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Oily Water/Waste Oil Systems (OW/WOS) separate water and oil from surface water runoff, fuel tanks, marine equipment, and other equipment that has in-line filters to prevent fuel contamination or accidental discharge into other bodies of water. For Navy, OW/WOS is typically generated by ships tied up at dock, and uses shore-based collection and pumping systems similar to sewer lift stations, and eventually winds up at the Industrial Waster Treatment Plant (IWTP) for processing.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Potable Water Systems (PoWS) are typically municipal utilities that provide the water production, distribution pipelines and end point connection to a building and provide water safe for human consumption. Smaller scale PoWS may operate in remote and less populated areas but utilize the same basic equipment and processes.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Pure Water Systems (PuWS) provide deionized and chemical free water used for reactors, ships, medical and manufacturing processes.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Salt Water Systems (SWS) are a utility commodity commonly used on Navy piers for on-board ship cooling, fire suppression, and dry dock operations. [C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Sanitary Sewer/Wastewater Systems (SS/WS) are typically municipal utilities that provide the wastewater treatment, collection pipelines and end point connection to a building and remove water used for human consumption.[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Advanced Meter Infrastructure (AMI) Systems are the electronic/digital hardware and software, which combine interval data measurement with continuously available remote communications.  These systems enable measurement of detailed, time-based information and frequent collection and transmittal of such information to various parties.  AMI typically refers to the full measurement and collection system that includes Smart Meters at the customer site, communication networks between the customer and a service provider (such as an electric, gas, or water utility, and data reception) and management systems that make the information available to the service provider.  AMI differs from traditional automatic meter reading (AMR) in that it enables network communications with the meter. Note: the term Infrastructure is used differently here than for other DoD Control Systems (see Infrastructure definition).  AMI meters are generally a subcomponent of UCS, the associated network is the UMCS Platform Enclave, and the Front[C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H

Utility Monitoring Control Systems Bundled (UMCSB) is the system consisting of one or more building control systems or utility control systems and the associated UMCS Infrastructure.  In other words, it is the complete utility monitoring system – from the front end to equipment controllers. UMCS is typically a collection of multiple UCS and BCS that have been procured as components of a modular system  (also referred to as Building Automation Systems) and can consist of multiple vendors devices and components. [C.2.8.12]General InformationL/M Special Factors Affecting Confidentiality Impact Determination: Unauthorized premature disclosure of much economic (e.g., agricultural commodity, economic indicators) data and statistics information can result in major financial consequences. In some cases, premature disclosure of this information can impact major financial markets and damage national banking and finance infrastructures. Unauthorized and premature disclosure to a single institution (e.g., a major commodity brokerage house), could damage faith in general-purpose data and statistics gathering and development institutions, result in even more market disruption, and have a severe or catastrophic adverse effect on public confidence in the agency. Even when the consequences are limited to giving an unfair market advantage to a single financial or commercial institution, unauthorized disclosure can have a serious adverse effect on public confidence in the agency and its staff. This can result in assignment of a moderate impact level to such informatL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.C.3.1.1 Facilities, Fleet, and Equipment Management Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Information associated with maintenance, administration, and operation of many Federal government office buildings, transportation fleets, and operational facilities can be of material use to criminals seeking to gain access to Federal facilities in order to facilitate or perpetrate fraud, theft, or some other criminal enterprise (e.g., extract inmates from Federal detention facilities). In this case, unauthorized disclosure of information can have a serious adverse effect on agency operations, agency assets, or individuals. The consequent confidentiality impact would be at least moderate.L-H



C.3.4.2. Inventory Control Information Type

Information Types Information Types

Special Factors Affecting Integrity Impact Determination: Exceptions may include emergency response aspects of disaster management or leadership protection. In such cases, the integrity impact level associated with unauthorized modification or destruction of facilities, fleet, and equipment management information can be high.L- H Special Factors Affecting Availability Impact Determination: Exceptions may include emergency response aspects of disaster management or leadership protection. In such cases, delays measured in seconds can cost lives and major property damage. Consequently, the availability impact level associated with unauthorized modification or destruction of facilities, fleet, and equipment management information needed to respond to emergencies will be high.NA NA NA NA NA NA NA C.3.5.8 System and Network Monitoring Information TypeM-H Special Factors Affecting Confidentiality Impact Determination: Where the system and network monitoring information collected can be expected to have a high confidentiality impact level, then the system and network monitoring information must be assigned a high confidentiality impact level. When the system and network monitoring data being collected supports information types described in this guideline, agency personnel should consider a confidentiality impact assignment of the highest impact information type processed by the system. Depending on the agency and the mission being supported, the sensitivity of the information can range from low to high. (National security information and national security systems are outside the scope of this guideline.)M-H Special Factors Affecting Integrity Impact Determination: The loss of integrity for some system and network monitoring information can be very serious for agency network and security operations, as well as, the functionality of the information system. Additionally, a loss of integrity can have severe consequences for the agency’s mission and critical business functions. The integrity impact level recommended for system and network monitoring information associated with highly critical information is high.L Recommended Availability Impact Level: The provisional availability impact level recommended for system and network monitoring information is low.D.2.2 Key Asset and Critical Infrastructure Protection Information Type

Special Factors Affecting Integrity Impact Determination: Exceptions may include emergency response aspects of disaster management or leadership protection. In such cases, the integrity impact level associated with unauthorized modification or destruction of facilities, fleet, and equipment management information can be high.L- H Special Factors Affecting Availability Impact Determination: Exceptions may include emergency response aspects of disaster management or leadership protection. In such cases, delays measured in seconds can cost lives and major property damage. Consequently, the availability impact level associated with unauthorized modification or destruction of facilities, fleet, and equipment management information needed to respond to emergencies will be high.NA NA NA NA NA NA NA C.3.5.8 System and Network Monitoring Information TypeM-H Special Factors Affecting Confidentiality Impact Determination: Where the system and network monitoring information collected can be expected to have a high confidentiality impact level, then the system and network monitoring information must be assigned a high confidentiality impact level. When the system and network monitoring data being collected supports information types described in this guideline, agency personnel should consider a confidentiality impact assignment of the highest impact information type processed by the system. Depending on the agency and the mission being supported, the sensitivity of the information can range from low to high. (National security information and national security systems are outside the scope of this guideline.)M-H Special Factors Affecting Integrity Impact Determination: The loss of integrity for some system and network monitoring information can be very serious for agency network and security operations, as well as, the functionality of the information system. Additionally, a loss of integrity can have severe consequences for the agency’s mission and critical business functions. The integrity impact level recommended for system and network monitoring information associated with highly critical information is high.L Recommended Availability Impact Level: The provisional availability impact level recommended for system and network monitoring information is low.D.2.2 Key Asset and Critical Infrastructure Protection Information Type

Special Factors Affecting Integrity Impact Determination: Exceptions may include emergency response aspects of disaster management or leadership protection. In such cases, the integrity impact level associated with unauthorized modification or destruction of facilities, fleet, and equipment management information can be high.L- H Special Factors Affecting Availability Impact Determination: Exceptions may include emergency response aspects of disaster management or leadership protection. In such cases, delays measured in seconds can cost lives and major property damage. Consequently, the availability impact level associated with unauthorized modification or destruction of facilities, fleet, and equipment management information needed to respond to emergencies will be high.NA NA NA NA NA NA NA C.3.5.8 System and Network Monitoring Information TypeM-H Special Factors Affecting Confidentiality Impact Determination: Where the system and network monitoring information collected can be expected to have a high confidentiality impact level, then the system and network monitoring information must be assigned a high confidentiality impact level. When the system and network monitoring data being collected supports information types described in this guideline, agency personnel should consider a confidentiality impact assignment of the highest impact information type processed by the system. Depending on the agency and the mission being supported, the sensitivity of the information can range from low to high. (National security information and national security systems are outside the scope of this guideline.)M-H Special Factors Affecting Integrity Impact Determination: The loss of integrity for some system and network monitoring information can be very serious for agency network and security operations, as well as, the functionality of the information system. Additionally, a loss of integrity can have severe consequences for the agency’s mission and critical business functions. The integrity impact level recommended for system and network monitoring information associated with highly critical information is high.L Recommended Availability Impact Level: The provisional availability impact level recommended for system and network monitoring information is low.D.2.2 Key Asset and Critical Infrastructure Protection Information Type

Special Factors Affecting Integrity Impact Determination: Exceptions may include emergency response aspects of disaster management or leadership protection. In such cases, the integrity impact level associated with unauthorized modification or destruction of facilities, fleet, and equipment management information can be high.L- H Special Factors Affecting Availability Impact Determination: Exceptions may include emergency response aspects of disaster management or leadership protection. In such cases, delays measured in seconds can cost lives and major property damage. Consequently, the availability impact level associated with unauthorized modification or destruction of facilities, fleet, and equipment management information needed to respond to emergencies will be high.NA NA NA NA NA NA NA C.3.5.8 System and Network Monitoring Information TypeM-H Special Factors Affecting Confidentiality Impact Determination: Where the system and network monitoring information collected can be expected to have a high confidentiality impact level, then the system and network monitoring information must be assigned a high confidentiality impact level. When the system and network monitoring data being collected supports information types described in this guideline, agency personnel should consider a confidentiality impact assignment of the highest impact information type processed by the system. Depending on the agency and the mission being supported, the sensitivity of the information can range from low to high. (National security information and national security systems are outside the scope of this guideline.)M-H Special Factors Affecting Integrity Impact Determination: The loss of integrity for some system and network monitoring information can be very serious for agency network and security operations, as well as, the functionality of the information system. Additionally, a loss of integrity can have severe consequences for the agency’s mission and critical business functions. The integrity impact level recommended for system and network monitoring information associated with highly critical information is high.L Recommended Availability Impact Level: The provisional availability impact level recommended for system and network monitoring information is low.D.2.2 Key Asset and Critical Infrastructure Protection Information Type

Special Factors Affecting Integrity Impact Determination: Exceptions may include emergency response aspects of disaster management or leadership protection. In such cases, the integrity impact level associated with unauthorized modification or destruction of facilities, fleet, and equipment management information can be high.L- H Special Factors Affecting Availability Impact Determination: Exceptions may include emergency response aspects of disaster management or leadership protection. In such cases, delays measured in seconds can cost lives and major property damage. Consequently, the availability impact level associated with unauthorized modification or destruction of facilities, fleet, and equipment management information needed to respond to emergencies will be high.NA NA NA NA NA NA NA C.3.5.8 System and Network Monitoring Information TypeM-H Special Factors Affecting Confidentiality Impact Determination: Where the system and network monitoring information collected can be expected to have a high confidentiality impact level, then the system and network monitoring information must be assigned a high confidentiality impact level. When the system and network monitoring data being collected supports information types described in this guideline, agency personnel should consider a confidentiality impact assignment of the highest impact information type processed by the system. Depending on the agency and the mission being supported, the sensitivity of the information can range from low to high. (National security information and national security systems are outside the scope of this guideline.)M-H Special Factors Affecting Integrity Impact Determination: The loss of integrity for some system and network monitoring information can be very serious for agency network and security operations, as well as, the functionality of the information system. Additionally, a loss of integrity can have severe consequences for the agency’s mission and critical business functions. The integrity impact level recommended for system and network monitoring information associated with highly critical information is high.L Recommended Availability Impact Level: The provisional availability impact level recommended for system and network monitoring information is low.D.2.2 Key Asset and Critical Infrastructure Protection Information Type

Special Factors Affecting Integrity Impact Determination: Exceptions may include emergency response aspects of disaster management or leadership protection. In such cases, the integrity impact level associated with unauthorized modification or destruction of facilities, fleet, and equipment management information can be high.L- H Special Factors Affecting Availability Impact Determination: Exceptions may include emergency response aspects of disaster management or leadership protection. In such cases, delays measured in seconds can cost lives and major property damage. Consequently, the availability impact level associated with unauthorized modification or destruction of facilities, fleet, and equipment management information needed to respond to emergencies will be high.NA NA NA NA NA NA NA C.3.5.8 System and Network Monitoring Information TypeM-H Special Factors Affecting Confidentiality Impact Determination: Where the system and network monitoring information collected can be expected to have a high confidentiality impact level, then the system and network monitoring information must be assigned a high confidentiality impact level. When the system and network monitoring data being collected supports information types described in this guideline, agency personnel should consider a confidentiality impact assignment of the highest impact information type processed by the system. Depending on the agency and the mission being supported, the sensitivity of the information can range from low to high. (National security information and national security systems are outside the scope of this guideline.)M-H Special Factors Affecting Integrity Impact Determination: The loss of integrity for some system and network monitoring information can be very serious for agency network and security operations, as well as, the functionality of the information system. Additionally, a loss of integrity can have severe consequences for the agency’s mission and critical business functions. The integrity impact level recommended for system and network monitoring information associated with highly critical information is high.L Recommended Availability Impact Level: The provisional availability impact level recommended for system and network monitoring information is low.D.2.2 Key Asset and Critical Infrastructure Protection Information Type

Special Factors Affecting Integrity Impact Determination: Exceptions may include emergency response aspects of disaster management or leadership protection. In such cases, the integrity impact level associated with unauthorized modification or destruction of facilities, fleet, and equipment management information can be high.L- H Special Factors Affecting Availability Impact Determination: Exceptions may include emergency response aspects of disaster management or leadership protection. In such cases, delays measured in seconds can cost lives and major property damage. Consequently, the availability impact level associated with unauthorized modification or destruction of facilities, fleet, and equipment management information needed to respond to emergencies will be high.NA NA NA NA NA NA NA C.3.5.8 System and Network Monitoring Information TypeM-H Special Factors Affecting Confidentiality Impact Determination: Where the system and network monitoring information collected can be expected to have a high confidentiality impact level, then the system and network monitoring information must be assigned a high confidentiality impact level. When the system and network monitoring data being collected supports information types described in this guideline, agency personnel should consider a confidentiality impact assignment of the highest impact information type processed by the system. Depending on the agency and the mission being supported, the sensitivity of the information can range from low to high. (National security information and national security systems are outside the scope of this guideline.)M-H Special Factors Affecting Integrity Impact Determination: The loss of integrity for some system and network monitoring information can be very serious for agency network and security operations, as well as, the functionality of the information system. Additionally, a loss of integrity can have severe consequences for the agency’s mission and critical business functions. The integrity impact level recommended for system and network monitoring information associated with highly critical information is high.L Recommended Availability Impact Level: The provisional availability impact level recommended for system and network monitoring information is low.D.2.2 Key Asset and Critical Infrastructure Protection Information Type

NA NA NA NA NA NA NA NA NA NA C.3.5.8 System and Network Monitoring Information TypeM-H Special Factors Affecting Confidentiality Impact Determination: Where the system and network monitoring information collected can be expected to have a high confidentiality impact level, then the system and network monitoring information must be assigned a high confidentiality impact level. When the system and network monitoring data being collected supports information types described in this guideline, agency personnel should consider a confidentiality impact assignment of the highest impact information type processed by the system. Depending on the agency and the mission being supported, the sensitivity of the information can range from low to high. (National security information and national security systems are outside the scope of this guideline.)M-H Special Factors Affecting Integrity Impact Determination: The loss of integrity for some system and network monitoring information can be very serious for agency network and security operations, as well as, the functionality of the information system. Additionally, a loss of integrity can have severe consequences for the agency’s mission and critical business functions. The integrity impact level recommended for system and network monitoring information associated with highly critical information is high.L Recommended Availability Impact Level: The provisional availability impact level recommended for system and network monitoring information is low.D.2.2 Key Asset and Critical Infrastructure Protection Information Type

NA NA NA NA NA NA NA NA NA NA C.3.5.8 System and Network Monitoring Information TypeM-H Special Factors Affecting Confidentiality Impact Determination: Where the system and network monitoring information collected can be expected to have a high confidentiality impact level, then the system and network monitoring information must be assigned a high confidentiality impact level. When the system and network monitoring data being collected supports information types described in this guideline, agency personnel should consider a confidentiality impact assignment of the highest impact information type processed by the system. Depending on the agency and the mission being supported, the sensitivity of the information can range from low to high. (National security information and national security systems are outside the scope of this guideline.)M-H Special Factors Affecting Integrity Impact Determination: The loss of integrity for some system and network monitoring information can be very serious for agency network and security operations, as well as, the functionality of the information system. Additionally, a loss of integrity can have severe consequences for the agency’s mission and critical business functions. The integrity impact level recommended for system and network monitoring information associated with highly critical information is high.L Recommended Availability Impact Level: The provisional availability impact level recommended for system and network monitoring information is low.D.2.2 Key Asset and Critical Infrastructure Protection Information Type
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Special Factors Affecting Integrity Impact Determination: Exceptions may include emergency response aspects of disaster management or leadership protection. In such cases, the integrity impact level associated with unauthorized modification or destruction of facilities, fleet, and equipment management information can be high.L- H Special Factors Affecting Availability Impact Determination: Exceptions may include emergency response aspects of disaster management or leadership protection. In such cases, delays measured in seconds can cost lives and major property damage. Consequently, the availability impact level associated with unauthorized modification or destruction of facilities, fleet, and equipment management information needed to respond to emergencies will be high.NA NA NA NA NA NA NA NA

Special Factors Affecting Integrity Impact Determination: Exceptions may include emergency response aspects of disaster management or leadership protection. In such cases, the integrity impact level associated with unauthorized modification or destruction of facilities, fleet, and equipment management information can be high.L- H Special Factors Affecting Availability Impact Determination: Exceptions may include emergency response aspects of disaster management or leadership protection. In such cases, delays measured in seconds can cost lives and major property damage. Consequently, the availability impact level associated with unauthorized modification or destruction of facilities, fleet, and equipment management information needed to respond to emergencies will be high.C.3.5.8 System and Network Monitoring Information TypeM-H Special Factors Affecting Confidentiality Impact Determination: Where the system and network monitoring information collected can be expected to have a high confidentiality impact level, then the system and network monitoring information must be assigned a high confidentiality impact level. When the system and network monitoring data being collected supports information types described in this guideline, agency personnel should consider a confidentiality impact assignment of the highest impact information type processed by the system. Depending on the agency and the mission being supported, the sensitivity of the information can range from low to high. (National security information and national security systems are outside the scope of this guideline.)M-H Special Factors Affecting Integrity Impact Determination: The loss of integrity for some system and network monitoring information can be very serious for agency network and security operations, as well as, the functionality of the information system. Additionally, a loss of integrity can have severe consequences for the agency’s mission and critical business functions. The integrity impact level recommended for system and network monitoring information associated with highly critical information is high.L Recommended Availability Impact Level: The provisional availability impact level recommended for system and network monitoring information is low.D.2.2 Key Asset and Critical Infrastructure Protection Information Type

Special Factors Affecting Integrity Impact Determination: Exceptions may include emergency response aspects of disaster management or leadership protection. In such cases, the integrity impact level associated with unauthorized modification or destruction of facilities, fleet, and equipment management information can be high.L- H Special Factors Affecting Availability Impact Determination: Exceptions may include emergency response aspects of disaster management or leadership protection. In such cases, delays measured in seconds can cost lives and major property damage. Consequently, the availability impact level associated with unauthorized modification or destruction of facilities, fleet, and equipment management information needed to respond to emergencies will be high.C.3.5.8 System and Network Monitoring Information TypeM-H Special Factors Affecting Confidentiality Impact Determination: Where the system and network monitoring information collected can be expected to have a high confidentiality impact level, then the system and network monitoring information must be assigned a high confidentiality impact level. When the system and network monitoring data being collected supports information types described in this guideline, agency personnel should consider a confidentiality impact assignment of the highest impact information type processed by the system. Depending on the agency and the mission being supported, the sensitivity of the information can range from low to high. (National security information and national security systems are outside the scope of this guideline.)M-H Special Factors Affecting Integrity Impact Determination: The loss of integrity for some system and network monitoring information can be very serious for agency network and security operations, as well as, the functionality of the information system. Additionally, a loss of integrity can have severe consequences for the agency’s mission and critical business functions. The integrity impact level recommended for system and network monitoring information associated with highly critical information is high.L Recommended Availability Impact Level: The provisional availability impact level recommended for system and network monitoring information is low.D.2.2 Key Asset and Critical Infrastructure Protection Information Type

Special Factors Affecting Integrity Impact Determination: Exceptions may include emergency response aspects of disaster management or leadership protection. In such cases, the integrity impact level associated with unauthorized modification or destruction of facilities, fleet, and equipment management information can be high.L- H Special Factors Affecting Availability Impact Determination: Exceptions may include emergency response aspects of disaster management or leadership protection. In such cases, delays measured in seconds can cost lives and major property damage. Consequently, the availability impact level associated with unauthorized modification or destruction of facilities, fleet, and equipment management information needed to respond to emergencies will be high.C.3.5.8 System and Network Monitoring Information TypeM-H Special Factors Affecting Confidentiality Impact Determination: Where the system and network monitoring information collected can be expected to have a high confidentiality impact level, then the system and network monitoring information must be assigned a high confidentiality impact level. When the system and network monitoring data being collected supports information types described in this guideline, agency personnel should consider a confidentiality impact assignment of the highest impact information type processed by the system. Depending on the agency and the mission being supported, the sensitivity of the information can range from low to high. (National security information and national security systems are outside the scope of this guideline.)M-H Special Factors Affecting Integrity Impact Determination: The loss of integrity for some system and network monitoring information can be very serious for agency network and security operations, as well as, the functionality of the information system. Additionally, a loss of integrity can have severe consequences for the agency’s mission and critical business functions. The integrity impact level recommended for system and network monitoring information associated with highly critical information is high.L Recommended Availability Impact Level: The provisional availability impact level recommended for system and network monitoring information is low.D.2.2 Key Asset and Critical Infrastructure Protection Information Type

Special Factors Affecting Integrity Impact Determination: Exceptions may include emergency response aspects of disaster management or leadership protection. In such cases, the integrity impact level associated with unauthorized modification or destruction of facilities, fleet, and equipment management information can be high.L- H Special Factors Affecting Availability Impact Determination: Exceptions may include emergency response aspects of disaster management or leadership protection. In such cases, delays measured in seconds can cost lives and major property damage. Consequently, the availability impact level associated with unauthorized modification or destruction of facilities, fleet, and equipment management information needed to respond to emergencies will be high.C.3.5.8 System and Network Monitoring Information TypeM-H Special Factors Affecting Confidentiality Impact Determination: Where the system and network monitoring information collected can be expected to have a high confidentiality impact level, then the system and network monitoring information must be assigned a high confidentiality impact level. When the system and network monitoring data being collected supports information types described in this guideline, agency personnel should consider a confidentiality impact assignment of the highest impact information type processed by the system. Depending on the agency and the mission being supported, the sensitivity of the information can range from low to high. (National security information and national security systems are outside the scope of this guideline.)M-H Special Factors Affecting Integrity Impact Determination: The loss of integrity for some system and network monitoring information can be very serious for agency network and security operations, as well as, the functionality of the information system. Additionally, a loss of integrity can have severe consequences for the agency’s mission and critical business functions. The integrity impact level recommended for system and network monitoring information associated with highly critical information is high.L Recommended Availability Impact Level: The provisional availability impact level recommended for system and network monitoring information is low.D.2.2 Key Asset and Critical Infrastructure Protection Information Type

Special Factors Affecting Integrity Impact Determination: Exceptions may include emergency response aspects of disaster management or leadership protection. In such cases, the integrity impact level associated with unauthorized modification or destruction of facilities, fleet, and equipment management information can be high.L- H Special Factors Affecting Availability Impact Determination: Exceptions may include emergency response aspects of disaster management or leadership protection. In such cases, delays measured in seconds can cost lives and major property damage. Consequently, the availability impact level associated with unauthorized modification or destruction of facilities, fleet, and equipment management information needed to respond to emergencies will be high.C.3.5.8 System and Network Monitoring Information TypeM-H Special Factors Affecting Confidentiality Impact Determination: Where the system and network monitoring information collected can be expected to have a high confidentiality impact level, then the system and network monitoring information must be assigned a high confidentiality impact level. When the system and network monitoring data being collected supports information types described in this guideline, agency personnel should consider a confidentiality impact assignment of the highest impact information type processed by the system. Depending on the agency and the mission being supported, the sensitivity of the information can range from low to high. (National security information and national security systems are outside the scope of this guideline.)M-H Special Factors Affecting Integrity Impact Determination: The loss of integrity for some system and network monitoring information can be very serious for agency network and security operations, as well as, the functionality of the information system. Additionally, a loss of integrity can have severe consequences for the agency’s mission and critical business functions. The integrity impact level recommended for system and network monitoring information associated with highly critical information is high.L Recommended Availability Impact Level: The provisional availability impact level recommended for system and network monitoring information is low.D.2.2 Key Asset and Critical Infrastructure Protection Information Type

Special Factors Affecting Integrity Impact Determination: Exceptions may include emergency response aspects of disaster management or leadership protection. In such cases, the integrity impact level associated with unauthorized modification or destruction of facilities, fleet, and equipment management information can be high.L- H Special Factors Affecting Availability Impact Determination: Exceptions may include emergency response aspects of disaster management or leadership protection. In such cases, delays measured in seconds can cost lives and major property damage. Consequently, the availability impact level associated with unauthorized modification or destruction of facilities, fleet, and equipment management information needed to respond to emergencies will be high.C.3.5.8 System and Network Monitoring Information TypeM-H Special Factors Affecting Confidentiality Impact Determination: Where the system and network monitoring information collected can be expected to have a high confidentiality impact level, then the system and network monitoring information must be assigned a high confidentiality impact level. When the system and network monitoring data being collected supports information types described in this guideline, agency personnel should consider a confidentiality impact assignment of the highest impact information type processed by the system. Depending on the agency and the mission being supported, the sensitivity of the information can range from low to high. (National security information and national security systems are outside the scope of this guideline.)M-H Special Factors Affecting Integrity Impact Determination: The loss of integrity for some system and network monitoring information can be very serious for agency network and security operations, as well as, the functionality of the information system. Additionally, a loss of integrity can have severe consequences for the agency’s mission and critical business functions. The integrity impact level recommended for system and network monitoring information associated with highly critical information is high.L Recommended Availability Impact Level: The provisional availability impact level recommended for system and network monitoring information is low.D.2.2 Key Asset and Critical Infrastructure Protection Information Type

Special Factors Affecting Integrity Impact Determination: Exceptions may include emergency response aspects of disaster management or leadership protection. In such cases, the integrity impact level associated with unauthorized modification or destruction of facilities, fleet, and equipment management information can be high.L- H Special Factors Affecting Availability Impact Determination: Exceptions may include emergency response aspects of disaster management or leadership protection. In such cases, delays measured in seconds can cost lives and major property damage. Consequently, the availability impact level associated with unauthorized modification or destruction of facilities, fleet, and equipment management information needed to respond to emergencies will be high.C.3.5.8 System and Network Monitoring Information TypeM-H Special Factors Affecting Confidentiality Impact Determination: Where the system and network monitoring information collected can be expected to have a high confidentiality impact level, then the system and network monitoring information must be assigned a high confidentiality impact level. When the system and network monitoring data being collected supports information types described in this guideline, agency personnel should consider a confidentiality impact assignment of the highest impact information type processed by the system. Depending on the agency and the mission being supported, the sensitivity of the information can range from low to high. (National security information and national security systems are outside the scope of this guideline.)M-H Special Factors Affecting Integrity Impact Determination: The loss of integrity for some system and network monitoring information can be very serious for agency network and security operations, as well as, the functionality of the information system. Additionally, a loss of integrity can have severe consequences for the agency’s mission and critical business functions. The integrity impact level recommended for system and network monitoring information associated with highly critical information is high.L Recommended Availability Impact Level: The provisional availability impact level recommended for system and network monitoring information is low.D.2.2 Key Asset and Critical Infrastructure Protection Information Type

Special Factors Affecting Integrity Impact Determination: Exceptions may include emergency response aspects of disaster management or leadership protection. In such cases, the integrity impact level associated with unauthorized modification or destruction of facilities, fleet, and equipment management information can be high.L- H Special Factors Affecting Availability Impact Determination: Exceptions may include emergency response aspects of disaster management or leadership protection. In such cases, delays measured in seconds can cost lives and major property damage. Consequently, the availability impact level associated with unauthorized modification or destruction of facilities, fleet, and equipment management information needed to respond to emergencies will be high.NA NA NA NA NA NA NA NA



Information Types Information Types

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.D.4.2 Disaster Preparedness and Planning Information TypeL-H Special Factors Affecting Confidentiality Impact Determination: The consequences of unauthorized disclosure of some disaster preparedness and planning information may include revealing weak or sensitive critical infrastructure characteristics or inadequate security of U.S. targets to terrorists or other adversaries. Such information may reveal to an enemy the most effective technique(s) to use in attacking a target, and/or information regarding the capabilities, intent, and plans of our adversaries. Where unauthorized disclosure of disaster preparedness and planning information associated with critical infrastructures, large groups of people, or key national assets is expected to be of direct use to terrorists, the confidentiality impact level is recommended to be high.L-M-H Special Factors Affecting Integrity Impact Determination: Unauthorized modification or destruction of information affecting external communications (e.g., web pages, electronic mail) may adversely affect operations and/or public confidence in the agency, but the damage to the mission will usually be limited. The consequences of unauthorized modification or destruction of information can be very serious or catastrophic if the data is time-critical operational information. In such cases, the impact level assigned would be moderate or high.L-M-H Special Factors Affecting Availability Impact Determination: If emergency responders and those responsible for repair and restoration activities are unable to access preparedness and planning information in the event of an actual emergency the consequences may include confusion and delays. In such cases, the availability impact level can be moderate or high.D.4.4 Emergency Response Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: In cases where an attack is underway, unauthorized disclosure of emergency response information can provide information that might permit terrorists or other adversaries to target emergency response assets, thus jeopardizing emergency response resources and missions and public safety. Given the criticality that much emergency response information has in terms of potential loss of human life and major property damage, where unauthorized release of information can reasonably be expected to facilitate interference with emergency response missions, the confidentiality impact level may be moderate or high. The unauthorized disclosure of one agency’s emergency response by another agency could result in negative impacts on cross-jurisdictional coordination within the critical emergency services infrastructure and the general effectiveness of organizations tasked with emergency response missions.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for emergency response information is normally high.

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.D.4.2 Disaster Preparedness and Planning Information TypeL-H Special Factors Affecting Confidentiality Impact Determination: The consequences of unauthorized disclosure of some disaster preparedness and planning information may include revealing weak or sensitive critical infrastructure characteristics or inadequate security of U.S. targets to terrorists or other adversaries. Such information may reveal to an enemy the most effective technique(s) to use in attacking a target, and/or information regarding the capabilities, intent, and plans of our adversaries. Where unauthorized disclosure of disaster preparedness and planning information associated with critical infrastructures, large groups of people, or key national assets is expected to be of direct use to terrorists, the confidentiality impact level is recommended to be high.L-M-H Special Factors Affecting Integrity Impact Determination: Unauthorized modification or destruction of information affecting external communications (e.g., web pages, electronic mail) may adversely affect operations and/or public confidence in the agency, but the damage to the mission will usually be limited. The consequences of unauthorized modification or destruction of information can be very serious or catastrophic if the data is time-critical operational information. In such cases, the impact level assigned would be moderate or high.L-M-H Special Factors Affecting Availability Impact Determination: If emergency responders and those responsible for repair and restoration activities are unable to access preparedness and planning information in the event of an actual emergency the consequences may include confusion and delays. In such cases, the availability impact level can be moderate or high.D.4.4 Emergency Response Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: In cases where an attack is underway, unauthorized disclosure of emergency response information can provide information that might permit terrorists or other adversaries to target emergency response assets, thus jeopardizing emergency response resources and missions and public safety. Given the criticality that much emergency response information has in terms of potential loss of human life and major property damage, where unauthorized release of information can reasonably be expected to facilitate interference with emergency response missions, the confidentiality impact level may be moderate or high. The unauthorized disclosure of one agency’s emergency response by another agency could result in negative impacts on cross-jurisdictional coordination within the critical emergency services infrastructure and the general effectiveness of organizations tasked with emergency response missions.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for emergency response information is normally high.

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.D.4.2 Disaster Preparedness and Planning Information TypeL-H Special Factors Affecting Confidentiality Impact Determination: The consequences of unauthorized disclosure of some disaster preparedness and planning information may include revealing weak or sensitive critical infrastructure characteristics or inadequate security of U.S. targets to terrorists or other adversaries. Such information may reveal to an enemy the most effective technique(s) to use in attacking a target, and/or information regarding the capabilities, intent, and plans of our adversaries. Where unauthorized disclosure of disaster preparedness and planning information associated with critical infrastructures, large groups of people, or key national assets is expected to be of direct use to terrorists, the confidentiality impact level is recommended to be high.L-M-H Special Factors Affecting Integrity Impact Determination: Unauthorized modification or destruction of information affecting external communications (e.g., web pages, electronic mail) may adversely affect operations and/or public confidence in the agency, but the damage to the mission will usually be limited. The consequences of unauthorized modification or destruction of information can be very serious or catastrophic if the data is time-critical operational information. In such cases, the impact level assigned would be moderate or high.L-M-H Special Factors Affecting Availability Impact Determination: If emergency responders and those responsible for repair and restoration activities are unable to access preparedness and planning information in the event of an actual emergency the consequences may include confusion and delays. In such cases, the availability impact level can be moderate or high.D.4.4 Emergency Response Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: In cases where an attack is underway, unauthorized disclosure of emergency response information can provide information that might permit terrorists or other adversaries to target emergency response assets, thus jeopardizing emergency response resources and missions and public safety. Given the criticality that much emergency response information has in terms of potential loss of human life and major property damage, where unauthorized release of information can reasonably be expected to facilitate interference with emergency response missions, the confidentiality impact level may be moderate or high. The unauthorized disclosure of one agency’s emergency response by another agency could result in negative impacts on cross-jurisdictional coordination within the critical emergency services infrastructure and the general effectiveness of organizations tasked with emergency response missions.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for emergency response information is normally high.

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.D.4.2 Disaster Preparedness and Planning Information TypeL-H Special Factors Affecting Confidentiality Impact Determination: The consequences of unauthorized disclosure of some disaster preparedness and planning information may include revealing weak or sensitive critical infrastructure characteristics or inadequate security of U.S. targets to terrorists or other adversaries. Such information may reveal to an enemy the most effective technique(s) to use in attacking a target, and/or information regarding the capabilities, intent, and plans of our adversaries. Where unauthorized disclosure of disaster preparedness and planning information associated with critical infrastructures, large groups of people, or key national assets is expected to be of direct use to terrorists, the confidentiality impact level is recommended to be high.L-M-H Special Factors Affecting Integrity Impact Determination: Unauthorized modification or destruction of information affecting external communications (e.g., web pages, electronic mail) may adversely affect operations and/or public confidence in the agency, but the damage to the mission will usually be limited. The consequences of unauthorized modification or destruction of information can be very serious or catastrophic if the data is time-critical operational information. In such cases, the impact level assigned would be moderate or high.L-M-H Special Factors Affecting Availability Impact Determination: If emergency responders and those responsible for repair and restoration activities are unable to access preparedness and planning information in the event of an actual emergency the consequences may include confusion and delays. In such cases, the availability impact level can be moderate or high.D.4.4 Emergency Response Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: In cases where an attack is underway, unauthorized disclosure of emergency response information can provide information that might permit terrorists or other adversaries to target emergency response assets, thus jeopardizing emergency response resources and missions and public safety. Given the criticality that much emergency response information has in terms of potential loss of human life and major property damage, where unauthorized release of information can reasonably be expected to facilitate interference with emergency response missions, the confidentiality impact level may be moderate or high. The unauthorized disclosure of one agency’s emergency response by another agency could result in negative impacts on cross-jurisdictional coordination within the critical emergency services infrastructure and the general effectiveness of organizations tasked with emergency response missions.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for emergency response information is normally high.

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.D.4.2 Disaster Preparedness and Planning Information TypeL-H Special Factors Affecting Confidentiality Impact Determination: The consequences of unauthorized disclosure of some disaster preparedness and planning information may include revealing weak or sensitive critical infrastructure characteristics or inadequate security of U.S. targets to terrorists or other adversaries. Such information may reveal to an enemy the most effective technique(s) to use in attacking a target, and/or information regarding the capabilities, intent, and plans of our adversaries. Where unauthorized disclosure of disaster preparedness and planning information associated with critical infrastructures, large groups of people, or key national assets is expected to be of direct use to terrorists, the confidentiality impact level is recommended to be high.L-M-H Special Factors Affecting Integrity Impact Determination: Unauthorized modification or destruction of information affecting external communications (e.g., web pages, electronic mail) may adversely affect operations and/or public confidence in the agency, but the damage to the mission will usually be limited. The consequences of unauthorized modification or destruction of information can be very serious or catastrophic if the data is time-critical operational information. In such cases, the impact level assigned would be moderate or high.L-M-H Special Factors Affecting Availability Impact Determination: If emergency responders and those responsible for repair and restoration activities are unable to access preparedness and planning information in the event of an actual emergency the consequences may include confusion and delays. In such cases, the availability impact level can be moderate or high.D.4.4 Emergency Response Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: In cases where an attack is underway, unauthorized disclosure of emergency response information can provide information that might permit terrorists or other adversaries to target emergency response assets, thus jeopardizing emergency response resources and missions and public safety. Given the criticality that much emergency response information has in terms of potential loss of human life and major property damage, where unauthorized release of information can reasonably be expected to facilitate interference with emergency response missions, the confidentiality impact level may be moderate or high. The unauthorized disclosure of one agency’s emergency response by another agency could result in negative impacts on cross-jurisdictional coordination within the critical emergency services infrastructure and the general effectiveness of organizations tasked with emergency response missions.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for emergency response information is normally high.

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.D.4.2 Disaster Preparedness and Planning Information TypeL-H Special Factors Affecting Confidentiality Impact Determination: The consequences of unauthorized disclosure of some disaster preparedness and planning information may include revealing weak or sensitive critical infrastructure characteristics or inadequate security of U.S. targets to terrorists or other adversaries. Such information may reveal to an enemy the most effective technique(s) to use in attacking a target, and/or information regarding the capabilities, intent, and plans of our adversaries. Where unauthorized disclosure of disaster preparedness and planning information associated with critical infrastructures, large groups of people, or key national assets is expected to be of direct use to terrorists, the confidentiality impact level is recommended to be high.L-M-H Special Factors Affecting Integrity Impact Determination: Unauthorized modification or destruction of information affecting external communications (e.g., web pages, electronic mail) may adversely affect operations and/or public confidence in the agency, but the damage to the mission will usually be limited. The consequences of unauthorized modification or destruction of information can be very serious or catastrophic if the data is time-critical operational information. In such cases, the impact level assigned would be moderate or high.L-M-H Special Factors Affecting Availability Impact Determination: If emergency responders and those responsible for repair and restoration activities are unable to access preparedness and planning information in the event of an actual emergency the consequences may include confusion and delays. In such cases, the availability impact level can be moderate or high.D.4.4 Emergency Response Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: In cases where an attack is underway, unauthorized disclosure of emergency response information can provide information that might permit terrorists or other adversaries to target emergency response assets, thus jeopardizing emergency response resources and missions and public safety. Given the criticality that much emergency response information has in terms of potential loss of human life and major property damage, where unauthorized release of information can reasonably be expected to facilitate interference with emergency response missions, the confidentiality impact level may be moderate or high. The unauthorized disclosure of one agency’s emergency response by another agency could result in negative impacts on cross-jurisdictional coordination within the critical emergency services infrastructure and the general effectiveness of organizations tasked with emergency response missions.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for emergency response information is normally high.
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NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA D.4.4 Emergency Response Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: In cases where an attack is underway, unauthorized disclosure of emergency response information can provide information that might permit terrorists or other adversaries to target emergency response assets, thus jeopardizing emergency response resources and missions and public safety. Given the criticality that much emergency response information has in terms of potential loss of human life and major property damage, where unauthorized release of information can reasonably be expected to facilitate interference with emergency response missions, the confidentiality impact level may be moderate or high. The unauthorized disclosure of one agency’s emergency response by another agency could result in negative impacts on cross-jurisdictional coordination within the critical emergency services infrastructure and the general effectiveness of organizations tasked with emergency response missions.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for emergency response information is normally high.

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.NA NA NA NA NA NA NA NA NA NA NA NA



H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for critical infrastructure protection information is high.H Recommended Integrity Impact Level: The provisional integrity impact level recommended for critical infrastructure protection information is high.H Recommended Availability Impact Level: The provisional availability impact level recommended for critical infrastructure protection information is high.NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA



Information Types Information Types Information Types

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Availability Impact Level: The provisional availability impact level recommended for emergency response information is high.NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Availability Impact Level: The provisional availability impact level recommended for emergency response information is high.NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Availability Impact Level: The provisional availability impact level recommended for emergency response information is high.NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Availability Impact Level: The provisional availability impact level recommended for emergency response information is high.NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Availability Impact Level: The provisional availability impact level recommended for emergency response information is high.NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Availability Impact Level: The provisional availability impact level recommended for emergency response information is high.NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Availability Impact Level: The provisional availability impact level recommended for emergency response information is high.NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Availability Impact Level: The provisional availability impact level recommended for emergency response information is high.NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Availability Impact Level: The provisional availability impact level recommended for emergency response information is high.NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Availability Impact Level: The provisional availability impact level recommended for emergency response information is high.NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Availability Impact Level: The provisional availability impact level recommended for emergency response information is high.NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Availability Impact Level: The provisional availability impact level recommended for emergency response information is high.NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Availability Impact Level: The provisional availability impact level recommended for emergency response information is high.NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Availability Impact Level: The provisional availability impact level recommended for emergency response information is high.NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Availability Impact Level: The provisional availability impact level recommended for emergency response information is high.NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Availability Impact Level: The provisional availability impact level recommended for emergency response information is high.NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Availability Impact Level: The provisional availability impact level recommended for emergency response information is high.NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Availability Impact Level: The provisional availability impact level recommended for emergency response information is high.NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Availability Impact Level: The provisional availability impact level recommended for emergency response information is high.NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA D.6.1 Water Resource Management Information TypeL Recommended L Recommended L RecommendedNA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA USCAW CW Vol 1 4.1.4 Flood Risk Management Information Type  L The confidentiality impact level is the effect of unauthorized disclosure of flood risk management information on the ability of responsible agencies to effectively monitor and control flood control structures. The information used by the flood risk management system is public information (pool elevations, tail water elevations, release information, etc.) obtained from the US Army Corps of Engineers water management systems. The consequences of unauthorized disclosure of this information would have, at most, a limited adverse effect on agency operations, agency assets, or individuals.M The integrity impact level is based on the flood risk management mission. The consequences of unauthorized modification or destruction of flood risk management data depends on whether the specific structure is in a flood fight or not. Unauthorized modification or destruction of time-sensitive information while in a flood fight could have serious consequences to life and property.M The availability impact level is based on the flood risk management mission and the criticality of the system’s operability. The consequences of disruption to the system depend on whether the specific structure is in a flood fight or not. Disruption of access to flood risk management control systems during a flood fight could have serious consequences to life and property.NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA USACE CW 4.1.4 Dam Safety Information Type  

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA
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USACE CW 4.1.4 Flood Risk Management Information Type     

A

D.6.1 Water Resource Management Information Type USACE CW 4.1.4 Dam Safety Information Type 



NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Availability Impact Level: The provisional availability impact level recommended for emergency response information is high.NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

H Recommended Availability Impact Level: The provisional availability impact level recommended for emergency response information is high.NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA



NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA
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NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

L The confidentiality impact level is the effect of unauthorized disclosure of dam safety information on the ability of responsible agencies to effectively monitor conditions at a dam. The information used by the dam safety system is public information. The consequences of unauthorized disclosure of this information would have, at most, a limited adverse effect on agency operations, agency assets, or individuals.L The integrity impact level is based the essential data acquired for establishing and ensuring the integrity of a flood control structure. Unauthorized modification or destruction of dam safety information could result in serious damage to the agency’s structure and assets. However, the information is rarely time-sensitive and the integrity of the information can be verified through other means before major decisions are made. Therefore, the consequences of unauthorized modification or destruction of dam safety information would usually be limited.L The availability impact level is based on the dam safety mission and the criticality of the system’s operability. Generally, missions supported by dam safety information are tolerant of delay.NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA USCAE CW Vol 1 4.1.4 Water Treatment Processing Information TypeL The confidentiality impact level is the effect of unauthorized disclosure of water treatment processing information on the ability of responsible agencies to effectively process and treat water for drinking. The consequences of unauthorized disclosure of this information would have, at most, a limited adverse effect on agency operations, agency assets, or individuals.L The integrity impact level is based the essential data acquired for establishing and ensuring the integrity of the water treatment process. The integrity of the information is verified regularly through other means regardless of whether suspicious activity has been detected or not. Therefore, the consequences of unauthorized modification or destruction of water treatment information is limited.L The information used for water treatment can be generated effectively by manual processes. The availability impact level of water treatment information is limited.USACE CW Vol 1 4.1.4 Water Distribution Information TypeL The confidentiality impact level is the effect of unauthorized disclosure of water distribution information on the ability of responsible agencies to effectively distribute water to the public. The consequences of unauthorized disclosure of this information would have, at most, a limited adverse effect on agency operations, agency assets, or individuals.M The integrity impact level is based the essential data required for water distribution. The consequences of unauthorized modification or destruction of water distribution information could result in serious consequences for the public.

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

USACE CW 4.1.4 Water Distribution Information TypeUSACE CW 4.1.4 Water Treatment Processing Information Type
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NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA
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NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA
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NA NA NA NA NA NA D.8.1 Environmental Monitoring and Forecasting Information TypeL-M Special Factors Affecting Confidentiality Impact Determination: The most serious adverse effects are likely to involve exposure of information that is proprietary to an organization or result in damaging publicity for an organization. [Unauthorized disclosure of some information can have serious economic impact on both individual companies and the broader market place. The consequences of such unauthorized disclosures may have an adverse effect on public confidence in the agency.] In such cases, the potential confidentiality impacts may be at least moderate.M-H Special Factors Affecting Integrity Impact Determination: Unauthorized modification or destruction of information affecting external communications (e.g., web pages, electronic mail) may adversely affect operations and public confidence in the agency, but also the agency mission. In some cases, unauthorized modification or destruction of information can result in loss of human life - a high-impact potential.L Recommended Availability Impact Level: The provisional availability impact level recommended for environmental monitoring and forecasting information is low.NA NA NA NA
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NA NA NA NA NA NA D.8.1 Environmental Monitoring and Forecasting Information TypeL-M Special Factors Affecting Confidentiality Impact Determination: The most serious adverse effects are likely to involve exposure of information that is proprietary to an organization or result in damaging publicity for an organization. [Unauthorized disclosure of some information can have serious economic impact on both individual companies and the broader market place. The consequences of such unauthorized disclosures may have an adverse effect on public confidence in the agency.] In such cases, the potential confidentiality impacts may be at least moderate.M-H Special Factors Affecting Integrity Impact Determination: Unauthorized modification or destruction of information affecting external communications (e.g., web pages, electronic mail) may adversely affect operations and public confidence in the agency, but also the agency mission. In some cases, unauthorized modification or destruction of information can result in loss of human life - a high-impact potential.L Recommended Availability Impact Level: The provisional availability impact level recommended for environmental monitoring and forecasting information is low.NA NA NA NA
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L-M Special Factors Affecting Confidentiality Impact Determination: Unauthorized disclosure of some energy production information can result in major financial consequences. In some cases, premature disclosure of this information can impact financial markets. Unauthorized disclosure to a single institution could damage faith in government institutions, result in adverse financial events, and have a serious adverse effect on public confidence in the agency. Therefore, the confidentiality impact should be at least moderate for this energy production information.L-M-H Special Factors Affecting Integrity Impact Determination: If the energy production information is time-critical or very sensitive, the integrity impact level may be moderate or high.L Recommended Availability Impact Level: The provisional availability impact level recommended for energy production information is low.NA NA NA NA NA NA NA NA NA NA NA

L-M Special Factors Affecting Confidentiality Impact Determination: Unauthorized disclosure of some energy production information can result in major financial consequences. In some cases, premature disclosure of this information can impact financial markets. Unauthorized disclosure to a single institution could damage faith in government institutions, result in adverse financial events, and have a serious adverse effect on public confidence in the agency. Therefore, the confidentiality impact should be at least moderate for this energy production information.L-M-H Special Factors Affecting Integrity Impact Determination: If the energy production information is time-critical or very sensitive, the integrity impact level may be moderate or high.L Recommended Availability Impact Level: The provisional availability impact level recommended for energy production information is low.NA NA NA NA NA NA NA NA NA NA NA
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L-M Special Factors Affecting Confidentiality Impact Determination: Unauthorized disclosure of some energy production information can result in major financial consequences. In some cases, premature disclosure of this information can impact financial markets. Unauthorized disclosure to a single institution could damage faith in government institutions, result in adverse financial events, and have a serious adverse effect on public confidence in the agency. Therefore, the confidentiality impact should be at least moderate for this energy production information.L-M-H Special Factors Affecting Integrity Impact Determination: If the energy production information is time-critical or very sensitive, the integrity impact level may be moderate or high.L Recommended Availability Impact Level: The provisional availability impact level recommended for energy production information is low.NA NA NA NA NA NA NA NA NA NA NA
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NA NA NA NA NA NA NA NA NA NA NA NA NA D.11.1 Ground Transportation Information TypeL-M Special Factors Affecting Confidentiality Impact Determination: Some regulatory and tariff enforcement functions associated with the safe passage of passengers and goods over land involve relatively sensitive information. These are included in Law Enforcement. Unauthorized disclosure of accident investigation information that has not yet been adequately researched, coordinated, or edited can result in serious economic harm to individuals and to corporations. Loss in public confidence is a further potential consequence. Additionally, some information associated with ground transportation functions is proprietary to corporations or subject to privacy laws (e.g., the Privacy Act of 1974). (The Privacy Act Information provisional impact levels are documented in the Personal Identity and Authentication information type.) In such cases, the confidentiality impact resulting from unauthorized disclosure may be moderate.L-H
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L-M Special Factors Affecting Confidentiality Impact Determination: Unauthorized disclosure of some energy production information can result in major financial consequences. In some cases, premature disclosure of this information can impact financial markets. Unauthorized disclosure to a single institution could damage faith in government institutions, result in adverse financial events, and have a serious adverse effect on public confidence in the agency. Therefore, the confidentiality impact should be at least moderate for this energy production information.L-M-H Special Factors Affecting Integrity Impact Determination: If the energy production information is time-critical or very sensitive, the integrity impact level may be moderate or high.L Recommended Availability Impact Level: The provisional availability impact level recommended for energy production information is low.NA NA NA NA NA NA NA NA NA NA NA

L-M Special Factors Affecting Confidentiality Impact Determination: Unauthorized disclosure of some energy production information can result in major financial consequences. In some cases, premature disclosure of this information can impact financial markets. Unauthorized disclosure to a single institution could damage faith in government institutions, result in adverse financial events, and have a serious adverse effect on public confidence in the agency. Therefore, the confidentiality impact should be at least moderate for this energy production information.L-M-H Special Factors Affecting Integrity Impact Determination: If the energy production information is time-critical or very sensitive, the integrity impact level may be moderate or high.L Recommended Availability Impact Level: The provisional availability impact level recommended for energy production information is low.NA NA NA NA NA NA NA NA NA NA NA

L-M Special Factors Affecting Confidentiality Impact Determination: Unauthorized disclosure of some energy production information can result in major financial consequences. In some cases, premature disclosure of this information can impact financial markets. Unauthorized disclosure to a single institution could damage faith in government institutions, result in adverse financial events, and have a serious adverse effect on public confidence in the agency. Therefore, the confidentiality impact should be at least moderate for this energy production information.L-M-H Special Factors Affecting Integrity Impact Determination: If the energy production information is time-critical or very sensitive, the integrity impact level may be moderate or high.L Recommended Availability Impact Level: The provisional availability impact level recommended for energy production information is low.NA NA NA NA NA NA NA NA NA NA NA

L-M Special Factors Affecting Confidentiality Impact Determination: Unauthorized disclosure of some energy production information can result in major financial consequences. In some cases, premature disclosure of this information can impact financial markets. Unauthorized disclosure to a single institution could damage faith in government institutions, result in adverse financial events, and have a serious adverse effect on public confidence in the agency. Therefore, the confidentiality impact should be at least moderate for this energy production information.L-M-H Special Factors Affecting Integrity Impact Determination: If the energy production information is time-critical or very sensitive, the integrity impact level may be moderate or high.L Recommended Availability Impact Level: The provisional availability impact level recommended for energy production information is low.NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

L-M Special Factors Affecting Confidentiality Impact Determination: Unauthorized disclosure of some energy production information can result in major financial consequences. In some cases, premature disclosure of this information can impact financial markets. Unauthorized disclosure to a single institution could damage faith in government institutions, result in adverse financial events, and have a serious adverse effect on public confidence in the agency. Therefore, the confidentiality impact should be at least moderate for this energy production information.L-M-H Special Factors Affecting Integrity Impact Determination: If the energy production information is time-critical or very sensitive, the integrity impact level may be moderate or high.L Recommended Availability Impact Level: The provisional availability impact level recommended for energy production information is low.NA NA NA NA NA NA NA NA NA NA NA

L-M Special Factors Affecting Confidentiality Impact Determination: Unauthorized disclosure of some energy production information can result in major financial consequences. In some cases, premature disclosure of this information can impact financial markets. Unauthorized disclosure to a single institution could damage faith in government institutions, result in adverse financial events, and have a serious adverse effect on public confidence in the agency. Therefore, the confidentiality impact should be at least moderate for this energy production information.L-M-H Special Factors Affecting Integrity Impact Determination: If the energy production information is time-critical or very sensitive, the integrity impact level may be moderate or high.L Recommended Availability Impact Level: The provisional availability impact level recommended for energy production information is low.NA NA NA NA NA NA NA D.11.1 Ground Transportation Information TypeL-M Special Factors Affecting Confidentiality Impact Determination: Some regulatory and tariff enforcement functions associated with the safe passage of passengers and goods over land involve relatively sensitive information. These are included in Law Enforcement. Unauthorized disclosure of accident investigation information that has not yet been adequately researched, coordinated, or edited can result in serious economic harm to individuals and to corporations. Loss in public confidence is a further potential consequence. Additionally, some information associated with ground transportation functions is proprietary to corporations or subject to privacy laws (e.g., the Privacy Act of 1974). (The Privacy Act Information provisional impact levels are documented in the Personal Identity and Authentication information type.) In such cases, the confidentiality impact resulting from unauthorized disclosure may be moderate.L-H

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

L-M Special Factors Affecting Confidentiality Impact Determination: Unauthorized disclosure of some energy production information can result in major financial consequences. In some cases, premature disclosure of this information can impact financial markets. Unauthorized disclosure to a single institution could damage faith in government institutions, result in adverse financial events, and have a serious adverse effect on public confidence in the agency. Therefore, the confidentiality impact should be at least moderate for this energy production information.L-M-H Special Factors Affecting Integrity Impact Determination: If the energy production information is time-critical or very sensitive, the integrity impact level may be moderate or high.L Recommended Availability Impact Level: The provisional availability impact level recommended for energy production information is low.NA NA NA NA NA NA NA NA NA NA NA

L-M Special Factors Affecting Confidentiality Impact Determination: Unauthorized disclosure of some energy production information can result in major financial consequences. In some cases, premature disclosure of this information can impact financial markets. Unauthorized disclosure to a single institution could damage faith in government institutions, result in adverse financial events, and have a serious adverse effect on public confidence in the agency. Therefore, the confidentiality impact should be at least moderate for this energy production information.L-M-H Special Factors Affecting Integrity Impact Determination: If the energy production information is time-critical or very sensitive, the integrity impact level may be moderate or high.L Recommended Availability Impact Level: The provisional availability impact level recommended for energy production information is low.NA NA NA NA NA NA NA NA NA NA NA

L-M Special Factors Affecting Confidentiality Impact Determination: Unauthorized disclosure of some energy production information can result in major financial consequences. In some cases, premature disclosure of this information can impact financial markets. Unauthorized disclosure to a single institution could damage faith in government institutions, result in adverse financial events, and have a serious adverse effect on public confidence in the agency. Therefore, the confidentiality impact should be at least moderate for this energy production information.L-M-H Special Factors Affecting Integrity Impact Determination: If the energy production information is time-critical or very sensitive, the integrity impact level may be moderate or high.L Recommended Availability Impact Level: The provisional availability impact level recommended for energy production information is low.NA NA NA NA NA NA NA NA NA NA NA



L-M Special Factors Affecting Confidentiality Impact Determination: Unauthorized disclosure of some energy production information can result in major financial consequences. In some cases, premature disclosure of this information can impact financial markets. Unauthorized disclosure to a single institution could damage faith in government institutions, result in adverse financial events, and have a serious adverse effect on public confidence in the agency. Therefore, the confidentiality impact should be at least moderate for this energy production information.L-M-H Special Factors Affecting Integrity Impact Determination: If the energy production information is time-critical or very sensitive, the integrity impact level may be moderate or high.L Recommended Availability Impact Level: The provisional availability impact level recommended for energy production information is low.NA NA NA NA NA NA NA NA NA NA NA

L-M Special Factors Affecting Confidentiality Impact Determination: Unauthorized disclosure of some energy production information can result in major financial consequences. In some cases, premature disclosure of this information can impact financial markets. Unauthorized disclosure to a single institution could damage faith in government institutions, result in adverse financial events, and have a serious adverse effect on public confidence in the agency. Therefore, the confidentiality impact should be at least moderate for this energy production information.L-M-H Special Factors Affecting Integrity Impact Determination: If the energy production information is time-critical or very sensitive, the integrity impact level may be moderate or high.L Recommended Availability Impact Level: The provisional availability impact level recommended for energy production information is low.NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

L-M Special Factors Affecting Confidentiality Impact Determination: Unauthorized disclosure of some energy production information can result in major financial consequences. In some cases, premature disclosure of this information can impact financial markets. Unauthorized disclosure to a single institution could damage faith in government institutions, result in adverse financial events, and have a serious adverse effect on public confidence in the agency. Therefore, the confidentiality impact should be at least moderate for this energy production information.L-M-H Special Factors Affecting Integrity Impact Determination: If the energy production information is time-critical or very sensitive, the integrity impact level may be moderate or high.L Recommended Availability Impact Level: The provisional availability impact level recommended for energy production information is low.NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

L-M Special Factors Affecting Confidentiality Impact Determination: Unauthorized disclosure of some energy production information can result in major financial consequences. In some cases, premature disclosure of this information can impact financial markets. Unauthorized disclosure to a single institution could damage faith in government institutions, result in adverse financial events, and have a serious adverse effect on public confidence in the agency. Therefore, the confidentiality impact should be at least moderate for this energy production information.L-M-H Special Factors Affecting Integrity Impact Determination: If the energy production information is time-critical or very sensitive, the integrity impact level may be moderate or high.L Recommended Availability Impact Level: The provisional availability impact level recommended for energy production information is low.NA NA NA NA NA NA NA NA NA NA NA
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NA NA NA NA NA NA NA NA NA NA D.11.3 Air Transportation Information TypeL-M Special Factors Affecting Confidentiality Impact Determination: Unauthorized disclosure of information (e.g., investigations, maintenance) that has not been adequately researched, coordinated, or edited can result in serious economic harm to individuals and to corporations. Loss in public confidence is a further potential consequence. Additionally, some information associated with air transportation functions is proprietary to corporations or subject to privacy laws. In such cases, the confidentiality impact resulting from unauthorized disclosure can be moderate. The sensitivity of air transportation information (e.g., aircraft positioning data)can be time or event-driven. For example, passenger lists are not releasable to the general public before a flight takes off, but are placed in the public domain in the event of a crash. In such cases, the confidentiality impact resulting from unauthorized disclosure can be moderate.L-H Special Factors Affecting Integrity Impact Determination: Some air transportation functions are time-critical (e.g., air traffic control instructions, position reports, situational awareness, separation, weather reports for the terminal area, microburst tracking, maintenance trouble reports). Communications management (e.g., frequency management) information also needs to be included in air transportation integrity impact considerations. There may be circumstances under which erroneous frequency assignment information can result in a loss of communications with aircraft that are affected by hazardous conditions (e.g., loss of communications with an aircraft in a crowded air space.) Unauthorized modification or destruction of time-critical information necessary to these functions can result in large-scale property loss and in loss of human lives. The Wide Area Augmentation System (WAAS) supplements the availability and integrity of position information available from the DoD's Global Positioning Systems (GPS).L-H Special Factors Affecting Availability Impact Determination: Some air transportation functions are time-critical (e.g., air traffic control instructions, position reports, situational awareness, separation, weather reports for the terminal area, microburst tracking, maintenance trouble reports). Loss of availability of time-critical information necessary to these functions can result in large-scale property loss and in loss of human lives. Timing plays a large part in the availability impact of air transportation information. For example, the time criticality of weather information may be measured in minutes or hours in the case of pre-flight and mid-flight operations. However, on final landing approach, up to the second availability may be required (e.g., detection of microbursts in the terminal area). Air operations are not tolerant of information loss. The Wide Area Augmentation System (WAAS) supplements the availability of information available from the Department of Defense's Global Positioning Systems (NA

NA NA NA NA NA NA NA NA NA NA D.11.3 Air Transportation Information TypeL-M Special Factors Affecting Confidentiality Impact Determination: Unauthorized disclosure of information (e.g., investigations, maintenance) that has not been adequately researched, coordinated, or edited can result in serious economic harm to individuals and to corporations. Loss in public confidence is a further potential consequence. Additionally, some information associated with air transportation functions is proprietary to corporations or subject to privacy laws. In such cases, the confidentiality impact resulting from unauthorized disclosure can be moderate. The sensitivity of air transportation information (e.g., aircraft positioning data)can be time or event-driven. For example, passenger lists are not releasable to the general public before a flight takes off, but are placed in the public domain in the event of a crash. In such cases, the confidentiality impact resulting from unauthorized disclosure can be moderate.L-H Special Factors Affecting Integrity Impact Determination: Some air transportation functions are time-critical (e.g., air traffic control instructions, position reports, situational awareness, separation, weather reports for the terminal area, microburst tracking, maintenance trouble reports). Communications management (e.g., frequency management) information also needs to be included in air transportation integrity impact considerations. There may be circumstances under which erroneous frequency assignment information can result in a loss of communications with aircraft that are affected by hazardous conditions (e.g., loss of communications with an aircraft in a crowded air space.) Unauthorized modification or destruction of time-critical information necessary to these functions can result in large-scale property loss and in loss of human lives. The Wide Area Augmentation System (WAAS) supplements the availability and integrity of position information available from the DoD's Global Positioning Systems (GPS).L-H Special Factors Affecting Availability Impact Determination: Some air transportation functions are time-critical (e.g., air traffic control instructions, position reports, situational awareness, separation, weather reports for the terminal area, microburst tracking, maintenance trouble reports). Loss of availability of time-critical information necessary to these functions can result in large-scale property loss and in loss of human lives. Timing plays a large part in the availability impact of air transportation information. For example, the time criticality of weather information may be measured in minutes or hours in the case of pre-flight and mid-flight operations. However, on final landing approach, up to the second availability may be required (e.g., detection of microbursts in the terminal area). Air operations are not tolerant of information loss. The Wide Area Augmentation System (WAAS) supplements the availability of information available from the Department of Defense's Global Positioning Systems (NA

NA NA NA NA NA NA NA NA NA NA D.11.3 Air Transportation Information TypeL-M Special Factors Affecting Confidentiality Impact Determination: Unauthorized disclosure of information (e.g., investigations, maintenance) that has not been adequately researched, coordinated, or edited can result in serious economic harm to individuals and to corporations. Loss in public confidence is a further potential consequence. Additionally, some information associated with air transportation functions is proprietary to corporations or subject to privacy laws. In such cases, the confidentiality impact resulting from unauthorized disclosure can be moderate. The sensitivity of air transportation information (e.g., aircraft positioning data)can be time or event-driven. For example, passenger lists are not releasable to the general public before a flight takes off, but are placed in the public domain in the event of a crash. In such cases, the confidentiality impact resulting from unauthorized disclosure can be moderate.L-H Special Factors Affecting Integrity Impact Determination: Some air transportation functions are time-critical (e.g., air traffic control instructions, position reports, situational awareness, separation, weather reports for the terminal area, microburst tracking, maintenance trouble reports). Communications management (e.g., frequency management) information also needs to be included in air transportation integrity impact considerations. There may be circumstances under which erroneous frequency assignment information can result in a loss of communications with aircraft that are affected by hazardous conditions (e.g., loss of communications with an aircraft in a crowded air space.) Unauthorized modification or destruction of time-critical information necessary to these functions can result in large-scale property loss and in loss of human lives. The Wide Area Augmentation System (WAAS) supplements the availability and integrity of position information available from the DoD's Global Positioning Systems (GPS).L-H Special Factors Affecting Availability Impact Determination: Some air transportation functions are time-critical (e.g., air traffic control instructions, position reports, situational awareness, separation, weather reports for the terminal area, microburst tracking, maintenance trouble reports). Loss of availability of time-critical information necessary to these functions can result in large-scale property loss and in loss of human lives. Timing plays a large part in the availability impact of air transportation information. For example, the time criticality of weather information may be measured in minutes or hours in the case of pre-flight and mid-flight operations. However, on final landing approach, up to the second availability may be required (e.g., detection of microbursts in the terminal area). Air operations are not tolerant of information loss. The Wide Area Augmentation System (WAAS) supplements the availability of information available from the Department of Defense's Global Positioning Systems (NA

NA NA NA NA NA NA NA NA NA NA D.11.3 Air Transportation Information TypeL-M Special Factors Affecting Confidentiality Impact Determination: Unauthorized disclosure of information (e.g., investigations, maintenance) that has not been adequately researched, coordinated, or edited can result in serious economic harm to individuals and to corporations. Loss in public confidence is a further potential consequence. Additionally, some information associated with air transportation functions is proprietary to corporations or subject to privacy laws. In such cases, the confidentiality impact resulting from unauthorized disclosure can be moderate. The sensitivity of air transportation information (e.g., aircraft positioning data)can be time or event-driven. For example, passenger lists are not releasable to the general public before a flight takes off, but are placed in the public domain in the event of a crash. In such cases, the confidentiality impact resulting from unauthorized disclosure can be moderate.L-H Special Factors Affecting Integrity Impact Determination: Some air transportation functions are time-critical (e.g., air traffic control instructions, position reports, situational awareness, separation, weather reports for the terminal area, microburst tracking, maintenance trouble reports). Communications management (e.g., frequency management) information also needs to be included in air transportation integrity impact considerations. There may be circumstances under which erroneous frequency assignment information can result in a loss of communications with aircraft that are affected by hazardous conditions (e.g., loss of communications with an aircraft in a crowded air space.) Unauthorized modification or destruction of time-critical information necessary to these functions can result in large-scale property loss and in loss of human lives. The Wide Area Augmentation System (WAAS) supplements the availability and integrity of position information available from the DoD's Global Positioning Systems (GPS).L-H Special Factors Affecting Availability Impact Determination: Some air transportation functions are time-critical (e.g., air traffic control instructions, position reports, situational awareness, separation, weather reports for the terminal area, microburst tracking, maintenance trouble reports). Loss of availability of time-critical information necessary to these functions can result in large-scale property loss and in loss of human lives. Timing plays a large part in the availability impact of air transportation information. For example, the time criticality of weather information may be measured in minutes or hours in the case of pre-flight and mid-flight operations. However, on final landing approach, up to the second availability may be required (e.g., detection of microbursts in the terminal area). Air operations are not tolerant of information loss. The Wide Area Augmentation System (WAAS) supplements the availability of information available from the Department of Defense's Global Positioning Systems (NA

NA NA NA NA NA NA NA NA NA NA D.11.3 Air Transportation Information TypeL-M Special Factors Affecting Confidentiality Impact Determination: Unauthorized disclosure of information (e.g., investigations, maintenance) that has not been adequately researched, coordinated, or edited can result in serious economic harm to individuals and to corporations. Loss in public confidence is a further potential consequence. Additionally, some information associated with air transportation functions is proprietary to corporations or subject to privacy laws. In such cases, the confidentiality impact resulting from unauthorized disclosure can be moderate. The sensitivity of air transportation information (e.g., aircraft positioning data)can be time or event-driven. For example, passenger lists are not releasable to the general public before a flight takes off, but are placed in the public domain in the event of a crash. In such cases, the confidentiality impact resulting from unauthorized disclosure can be moderate.L-H Special Factors Affecting Integrity Impact Determination: Some air transportation functions are time-critical (e.g., air traffic control instructions, position reports, situational awareness, separation, weather reports for the terminal area, microburst tracking, maintenance trouble reports). Communications management (e.g., frequency management) information also needs to be included in air transportation integrity impact considerations. There may be circumstances under which erroneous frequency assignment information can result in a loss of communications with aircraft that are affected by hazardous conditions (e.g., loss of communications with an aircraft in a crowded air space.) Unauthorized modification or destruction of time-critical information necessary to these functions can result in large-scale property loss and in loss of human lives. The Wide Area Augmentation System (WAAS) supplements the availability and integrity of position information available from the DoD's Global Positioning Systems (GPS).L-H Special Factors Affecting Availability Impact Determination: Some air transportation functions are time-critical (e.g., air traffic control instructions, position reports, situational awareness, separation, weather reports for the terminal area, microburst tracking, maintenance trouble reports). Loss of availability of time-critical information necessary to these functions can result in large-scale property loss and in loss of human lives. Timing plays a large part in the availability impact of air transportation information. For example, the time criticality of weather information may be measured in minutes or hours in the case of pre-flight and mid-flight operations. However, on final landing approach, up to the second availability may be required (e.g., detection of microbursts in the terminal area). Air operations are not tolerant of information loss. The Wide Area Augmentation System (WAAS) supplements the availability of information available from the Department of Defense's Global Positioning Systems (NA
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Special Factors Affecting Integrity Impact Determination: Some ground transportation functions are time-critical (e.g., track switching functions associated with rail travel). Unauthorized modification or destruction of time-critical information necessary to these functions can result in large-scale property loss and in loss of human lives. Such information will have a high integrity impact level.L-H Special Factors Affecting Availability Impact Determination: Some ground transportation functions are time-critical (e.g., track switching functions associated with rail travel). Loss of availability of time-critical information necessary to these functions can result in large-scale property loss and in loss of human lives. Such information will have a high integrity impact level.NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA
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Special Factors Affecting Integrity Impact Determination: Some ground transportation functions are time-critical (e.g., track switching functions associated with rail travel). Unauthorized modification or destruction of time-critical information necessary to these functions can result in large-scale property loss and in loss of human lives. Such information will have a high integrity impact level.L-H Special Factors Affecting Availability Impact Determination: Some ground transportation functions are time-critical (e.g., track switching functions associated with rail travel). Loss of availability of time-critical information necessary to these functions can result in large-scale property loss and in loss of human lives. Such information will have a high integrity impact level.NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA
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D.13.1 Training and Employment Information Type D.13.3 Worker Safety Information Type D.14.3 Healthcare Administration Information Type

Information Types Information Types
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L-M-H Special Factors Affecting Confidentiality Impact Determination: Exceptions that might have a potential for more serious consequences are based on privacy information processed in training and employment systems (e.g., information required by the Privacy Act of 1974 or other statutes and executive orders to receive special handling to protect the privacy of individuals). The Privacy Act Information provisional impact levels are documented in the Personal Identity and Authentication information type. This can result in assignment of a moderate impact level to such information.L-M-H Special Factors Affecting Integrity Impact Determination: In the case of training aimed at achieving or improving proficiency in specialty occupations (e.g., astronaut training), the consequences of integrity compromises can threaten missions, or even human safety. In such cases, the integrity impact level can range from moderate to high.L Recommended Availability Impact Level: The provisional availability impact level recommended for training and employment information is low.NA NA NA NA NA NA NA NA NA NA NA NA
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L-M-H Special Factors Affecting Confidentiality Impact Determination: Exceptions that might have a potential for more serious consequences are based on privacy information processed in training and employment systems (e.g., information required by the Privacy Act of 1974 or other statutes and executive orders to receive special handling to protect the privacy of individuals). The Privacy Act Information provisional impact levels are documented in the Personal Identity and Authentication information type. This can result in assignment of a moderate impact level to such information.L-M-H Special Factors Affecting Integrity Impact Determination: In the case of training aimed at achieving or improving proficiency in specialty occupations (e.g., astronaut training), the consequences of integrity compromises can threaten missions, or even human safety. In such cases, the integrity impact level can range from moderate to high.L Recommended Availability Impact Level: The provisional availability impact level recommended for training and employment information is low.D.13.3 Worker Safety Information TypeL Recommended Confidentiality Impact Level: The provisional confidentiality impact level recommended for worker safety information is low.L Recommended Integrity Impact Level: The provisional integrity impact level recommended for worker safety information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for worker safety information is low.D.14.3 Healthcare Administration Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Much information associated with public health monitoring involves confidential patient information subject to the Privacy Act and to HIPAA. The Privacy Act Information provisional impact levels are documented in the Personal Identity and Authentication information type. In some cases, unauthorized disclosure of this information such as privacy-protected medical records can have serious consequences for agency operations. In such cases, the confidentiality impact level may be moderate.L-M-H Special Factors Affecting Integrity Impact Determination: Unauthorized modification or destruction of Health Care Administration information can result in inappropriate allocation or deployment of health care services and possible loss of human life. This can result in assignment of a high impact level to such information.
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D.16.5 Property Protection Information Type
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NA NA D.16.5 Property Protection Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Where critical infrastructure facilities or key national assets are being protected, the consequences of unauthorized disclosure of property protection information might reveal vulnerabilities in protection measures to terrorists or other adversaries. Where unauthorized disclosure of property protection information associated with critical infrastructures, large groups of people, or key national assets is expected to be of direct use to terrorists, the confidentiality impact level is high.L-M-H Special Factors Affecting Integrity Impact Determination: Unauthorized modification or destruction of information affecting external communications (e.g., web pages, electronic mail) may adversely affect operations or public confidence in the agency. However, the potential damage to the protection mission will usually be of greater concern. If the modified or destroyed information is tactical i.e., time-critical, there is a greater potential for actions being taken based on incomplete or false information. This can have serious adverse effects on protection operation. This can result in assignment of a moderate impact level to such information.L-M-H Special Factors Affecting Availability Impact Determination: The consequences of inability of guard forces and other emergency responders to receive property protection information in a timely manner may result in catastrophic consequences for properties that could include critical infrastructures and key national assets. In general, the availability impact level assigned to property protection information is dependent on what is being protected. This can result in assignment of a moderate or high impact level to such information.NA NA NA NA NA NA NA NA

NA NA D.16.5 Property Protection Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Where critical infrastructure facilities or key national assets are being protected, the consequences of unauthorized disclosure of property protection information might reveal vulnerabilities in protection measures to terrorists or other adversaries. Where unauthorized disclosure of property protection information associated with critical infrastructures, large groups of people, or key national assets is expected to be of direct use to terrorists, the confidentiality impact level is high.L-M-H Special Factors Affecting Integrity Impact Determination: Unauthorized modification or destruction of information affecting external communications (e.g., web pages, electronic mail) may adversely affect operations or public confidence in the agency. However, the potential damage to the protection mission will usually be of greater concern. If the modified or destroyed information is tactical i.e., time-critical, there is a greater potential for actions being taken based on incomplete or false information. This can have serious adverse effects on protection operation. This can result in assignment of a moderate impact level to such information.L-M-H Special Factors Affecting Availability Impact Determination: The consequences of inability of guard forces and other emergency responders to receive property protection information in a timely manner may result in catastrophic consequences for properties that could include critical infrastructures and key national assets. In general, the availability impact level assigned to property protection information is dependent on what is being protected. This can result in assignment of a moderate or high impact level to such information.NA NA NA NA NA NA NA NA

NA NA D.16.5 Property Protection Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Where critical infrastructure facilities or key national assets are being protected, the consequences of unauthorized disclosure of property protection information might reveal vulnerabilities in protection measures to terrorists or other adversaries. Where unauthorized disclosure of property protection information associated with critical infrastructures, large groups of people, or key national assets is expected to be of direct use to terrorists, the confidentiality impact level is high.L-M-H Special Factors Affecting Integrity Impact Determination: Unauthorized modification or destruction of information affecting external communications (e.g., web pages, electronic mail) may adversely affect operations or public confidence in the agency. However, the potential damage to the protection mission will usually be of greater concern. If the modified or destroyed information is tactical i.e., time-critical, there is a greater potential for actions being taken based on incomplete or false information. This can have serious adverse effects on protection operation. This can result in assignment of a moderate impact level to such information.L-M-H Special Factors Affecting Availability Impact Determination: The consequences of inability of guard forces and other emergency responders to receive property protection information in a timely manner may result in catastrophic consequences for properties that could include critical infrastructures and key national assets. In general, the availability impact level assigned to property protection information is dependent on what is being protected. This can result in assignment of a moderate or high impact level to such information.NA NA NA NA NA NA NA NA

NA NA D.16.5 Property Protection Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Where critical infrastructure facilities or key national assets are being protected, the consequences of unauthorized disclosure of property protection information might reveal vulnerabilities in protection measures to terrorists or other adversaries. Where unauthorized disclosure of property protection information associated with critical infrastructures, large groups of people, or key national assets is expected to be of direct use to terrorists, the confidentiality impact level is high.L-M-H Special Factors Affecting Integrity Impact Determination: Unauthorized modification or destruction of information affecting external communications (e.g., web pages, electronic mail) may adversely affect operations or public confidence in the agency. However, the potential damage to the protection mission will usually be of greater concern. If the modified or destroyed information is tactical i.e., time-critical, there is a greater potential for actions being taken based on incomplete or false information. This can have serious adverse effects on protection operation. This can result in assignment of a moderate impact level to such information.L-M-H Special Factors Affecting Availability Impact Determination: The consequences of inability of guard forces and other emergency responders to receive property protection information in a timely manner may result in catastrophic consequences for properties that could include critical infrastructures and key national assets. In general, the availability impact level assigned to property protection information is dependent on what is being protected. This can result in assignment of a moderate or high impact level to such information.NA NA NA NA NA NA NA NA

NA NA D.16.5 Property Protection Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Where critical infrastructure facilities or key national assets are being protected, the consequences of unauthorized disclosure of property protection information might reveal vulnerabilities in protection measures to terrorists or other adversaries. Where unauthorized disclosure of property protection information associated with critical infrastructures, large groups of people, or key national assets is expected to be of direct use to terrorists, the confidentiality impact level is high.L-M-H Special Factors Affecting Integrity Impact Determination: Unauthorized modification or destruction of information affecting external communications (e.g., web pages, electronic mail) may adversely affect operations or public confidence in the agency. However, the potential damage to the protection mission will usually be of greater concern. If the modified or destroyed information is tactical i.e., time-critical, there is a greater potential for actions being taken based on incomplete or false information. This can have serious adverse effects on protection operation. This can result in assignment of a moderate impact level to such information.L-M-H Special Factors Affecting Availability Impact Determination: The consequences of inability of guard forces and other emergency responders to receive property protection information in a timely manner may result in catastrophic consequences for properties that could include critical infrastructures and key national assets. In general, the availability impact level assigned to property protection information is dependent on what is being protected. This can result in assignment of a moderate or high impact level to such information.NA NA NA NA NA NA NA NA

NA NA D.16.5 Property Protection Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Where critical infrastructure facilities or key national assets are being protected, the consequences of unauthorized disclosure of property protection information might reveal vulnerabilities in protection measures to terrorists or other adversaries. Where unauthorized disclosure of property protection information associated with critical infrastructures, large groups of people, or key national assets is expected to be of direct use to terrorists, the confidentiality impact level is high.L-M-H Special Factors Affecting Integrity Impact Determination: Unauthorized modification or destruction of information affecting external communications (e.g., web pages, electronic mail) may adversely affect operations or public confidence in the agency. However, the potential damage to the protection mission will usually be of greater concern. If the modified or destroyed information is tactical i.e., time-critical, there is a greater potential for actions being taken based on incomplete or false information. This can have serious adverse effects on protection operation. This can result in assignment of a moderate impact level to such information.L-M-H Special Factors Affecting Availability Impact Determination: The consequences of inability of guard forces and other emergency responders to receive property protection information in a timely manner may result in catastrophic consequences for properties that could include critical infrastructures and key national assets. In general, the availability impact level assigned to property protection information is dependent on what is being protected. This can result in assignment of a moderate or high impact level to such information.NA NA NA NA NA NA NA NA

NA NA D.16.5 Property Protection Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Where critical infrastructure facilities or key national assets are being protected, the consequences of unauthorized disclosure of property protection information might reveal vulnerabilities in protection measures to terrorists or other adversaries. Where unauthorized disclosure of property protection information associated with critical infrastructures, large groups of people, or key national assets is expected to be of direct use to terrorists, the confidentiality impact level is high.L-M-H Special Factors Affecting Integrity Impact Determination: Unauthorized modification or destruction of information affecting external communications (e.g., web pages, electronic mail) may adversely affect operations or public confidence in the agency. However, the potential damage to the protection mission will usually be of greater concern. If the modified or destroyed information is tactical i.e., time-critical, there is a greater potential for actions being taken based on incomplete or false information. This can have serious adverse effects on protection operation. This can result in assignment of a moderate impact level to such information.L-M-H Special Factors Affecting Availability Impact Determination: The consequences of inability of guard forces and other emergency responders to receive property protection information in a timely manner may result in catastrophic consequences for properties that could include critical infrastructures and key national assets. In general, the availability impact level assigned to property protection information is dependent on what is being protected. This can result in assignment of a moderate or high impact level to such information.NA NA NA NA NA NA NA NA

NA NA D.16.5 Property Protection Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Where critical infrastructure facilities or key national assets are being protected, the consequences of unauthorized disclosure of property protection information might reveal vulnerabilities in protection measures to terrorists or other adversaries. Where unauthorized disclosure of property protection information associated with critical infrastructures, large groups of people, or key national assets is expected to be of direct use to terrorists, the confidentiality impact level is high.L-M-H Special Factors Affecting Integrity Impact Determination: Unauthorized modification or destruction of information affecting external communications (e.g., web pages, electronic mail) may adversely affect operations or public confidence in the agency. However, the potential damage to the protection mission will usually be of greater concern. If the modified or destroyed information is tactical i.e., time-critical, there is a greater potential for actions being taken based on incomplete or false information. This can have serious adverse effects on protection operation. This can result in assignment of a moderate impact level to such information.L-M-H Special Factors Affecting Availability Impact Determination: The consequences of inability of guard forces and other emergency responders to receive property protection information in a timely manner may result in catastrophic consequences for properties that could include critical infrastructures and key national assets. In general, the availability impact level assigned to property protection information is dependent on what is being protected. This can result in assignment of a moderate or high impact level to such information.NA NA NA NA NA NA NA NA

NA NA D.16.5 Property Protection Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Where critical infrastructure facilities or key national assets are being protected, the consequences of unauthorized disclosure of property protection information might reveal vulnerabilities in protection measures to terrorists or other adversaries. Where unauthorized disclosure of property protection information associated with critical infrastructures, large groups of people, or key national assets is expected to be of direct use to terrorists, the confidentiality impact level is high.L-M-H Special Factors Affecting Integrity Impact Determination: Unauthorized modification or destruction of information affecting external communications (e.g., web pages, electronic mail) may adversely affect operations or public confidence in the agency. However, the potential damage to the protection mission will usually be of greater concern. If the modified or destroyed information is tactical i.e., time-critical, there is a greater potential for actions being taken based on incomplete or false information. This can have serious adverse effects on protection operation. This can result in assignment of a moderate impact level to such information.L-M-H Special Factors Affecting Availability Impact Determination: The consequences of inability of guard forces and other emergency responders to receive property protection information in a timely manner may result in catastrophic consequences for properties that could include critical infrastructures and key national assets. In general, the availability impact level assigned to property protection information is dependent on what is being protected. This can result in assignment of a moderate or high impact level to such information.NA NA NA NA NA NA NA NA

NA NA D.16.5 Property Protection Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Where critical infrastructure facilities or key national assets are being protected, the consequences of unauthorized disclosure of property protection information might reveal vulnerabilities in protection measures to terrorists or other adversaries. Where unauthorized disclosure of property protection information associated with critical infrastructures, large groups of people, or key national assets is expected to be of direct use to terrorists, the confidentiality impact level is high.L-M-H Special Factors Affecting Integrity Impact Determination: Unauthorized modification or destruction of information affecting external communications (e.g., web pages, electronic mail) may adversely affect operations or public confidence in the agency. However, the potential damage to the protection mission will usually be of greater concern. If the modified or destroyed information is tactical i.e., time-critical, there is a greater potential for actions being taken based on incomplete or false information. This can have serious adverse effects on protection operation. This can result in assignment of a moderate impact level to such information.L-M-H Special Factors Affecting Availability Impact Determination: The consequences of inability of guard forces and other emergency responders to receive property protection information in a timely manner may result in catastrophic consequences for properties that could include critical infrastructures and key national assets. In general, the availability impact level assigned to property protection information is dependent on what is being protected. This can result in assignment of a moderate or high impact level to such information.NA NA NA NA NA NA NA NA

NA NA D.16.5 Property Protection Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Where critical infrastructure facilities or key national assets are being protected, the consequences of unauthorized disclosure of property protection information might reveal vulnerabilities in protection measures to terrorists or other adversaries. Where unauthorized disclosure of property protection information associated with critical infrastructures, large groups of people, or key national assets is expected to be of direct use to terrorists, the confidentiality impact level is high.L-M-H Special Factors Affecting Integrity Impact Determination: Unauthorized modification or destruction of information affecting external communications (e.g., web pages, electronic mail) may adversely affect operations or public confidence in the agency. However, the potential damage to the protection mission will usually be of greater concern. If the modified or destroyed information is tactical i.e., time-critical, there is a greater potential for actions being taken based on incomplete or false information. This can have serious adverse effects on protection operation. This can result in assignment of a moderate impact level to such information.L-M-H Special Factors Affecting Availability Impact Determination: The consequences of inability of guard forces and other emergency responders to receive property protection information in a timely manner may result in catastrophic consequences for properties that could include critical infrastructures and key national assets. In general, the availability impact level assigned to property protection information is dependent on what is being protected. This can result in assignment of a moderate or high impact level to such information.NA NA NA NA NA NA NA NA

NA NA D.16.5 Property Protection Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Where critical infrastructure facilities or key national assets are being protected, the consequences of unauthorized disclosure of property protection information might reveal vulnerabilities in protection measures to terrorists or other adversaries. Where unauthorized disclosure of property protection information associated with critical infrastructures, large groups of people, or key national assets is expected to be of direct use to terrorists, the confidentiality impact level is high.L-M-H Special Factors Affecting Integrity Impact Determination: Unauthorized modification or destruction of information affecting external communications (e.g., web pages, electronic mail) may adversely affect operations or public confidence in the agency. However, the potential damage to the protection mission will usually be of greater concern. If the modified or destroyed information is tactical i.e., time-critical, there is a greater potential for actions being taken based on incomplete or false information. This can have serious adverse effects on protection operation. This can result in assignment of a moderate impact level to such information.L-M-H Special Factors Affecting Availability Impact Determination: The consequences of inability of guard forces and other emergency responders to receive property protection information in a timely manner may result in catastrophic consequences for properties that could include critical infrastructures and key national assets. In general, the availability impact level assigned to property protection information is dependent on what is being protected. This can result in assignment of a moderate or high impact level to such information.NA NA NA NA NA NA NA NA

NA NA D.16.5 Property Protection Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Where critical infrastructure facilities or key national assets are being protected, the consequences of unauthorized disclosure of property protection information might reveal vulnerabilities in protection measures to terrorists or other adversaries. Where unauthorized disclosure of property protection information associated with critical infrastructures, large groups of people, or key national assets is expected to be of direct use to terrorists, the confidentiality impact level is high.L-M-H Special Factors Affecting Integrity Impact Determination: Unauthorized modification or destruction of information affecting external communications (e.g., web pages, electronic mail) may adversely affect operations or public confidence in the agency. However, the potential damage to the protection mission will usually be of greater concern. If the modified or destroyed information is tactical i.e., time-critical, there is a greater potential for actions being taken based on incomplete or false information. This can have serious adverse effects on protection operation. This can result in assignment of a moderate impact level to such information.L-M-H Special Factors Affecting Availability Impact Determination: The consequences of inability of guard forces and other emergency responders to receive property protection information in a timely manner may result in catastrophic consequences for properties that could include critical infrastructures and key national assets. In general, the availability impact level assigned to property protection information is dependent on what is being protected. This can result in assignment of a moderate or high impact level to such information.NA NA NA NA NA NA NA NA

NA NA D.16.5 Property Protection Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Where critical infrastructure facilities or key national assets are being protected, the consequences of unauthorized disclosure of property protection information might reveal vulnerabilities in protection measures to terrorists or other adversaries. Where unauthorized disclosure of property protection information associated with critical infrastructures, large groups of people, or key national assets is expected to be of direct use to terrorists, the confidentiality impact level is high.L-M-H Special Factors Affecting Integrity Impact Determination: Unauthorized modification or destruction of information affecting external communications (e.g., web pages, electronic mail) may adversely affect operations or public confidence in the agency. However, the potential damage to the protection mission will usually be of greater concern. If the modified or destroyed information is tactical i.e., time-critical, there is a greater potential for actions being taken based on incomplete or false information. This can have serious adverse effects on protection operation. This can result in assignment of a moderate impact level to such information.L-M-H Special Factors Affecting Availability Impact Determination: The consequences of inability of guard forces and other emergency responders to receive property protection information in a timely manner may result in catastrophic consequences for properties that could include critical infrastructures and key national assets. In general, the availability impact level assigned to property protection information is dependent on what is being protected. This can result in assignment of a moderate or high impact level to such information.NA NA NA NA NA NA NA NA

NA NA D.16.5 Property Protection Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Where critical infrastructure facilities or key national assets are being protected, the consequences of unauthorized disclosure of property protection information might reveal vulnerabilities in protection measures to terrorists or other adversaries. Where unauthorized disclosure of property protection information associated with critical infrastructures, large groups of people, or key national assets is expected to be of direct use to terrorists, the confidentiality impact level is high.L-M-H Special Factors Affecting Integrity Impact Determination: Unauthorized modification or destruction of information affecting external communications (e.g., web pages, electronic mail) may adversely affect operations or public confidence in the agency. However, the potential damage to the protection mission will usually be of greater concern. If the modified or destroyed information is tactical i.e., time-critical, there is a greater potential for actions being taken based on incomplete or false information. This can have serious adverse effects on protection operation. This can result in assignment of a moderate impact level to such information.L-M-H Special Factors Affecting Availability Impact Determination: The consequences of inability of guard forces and other emergency responders to receive property protection information in a timely manner may result in catastrophic consequences for properties that could include critical infrastructures and key national assets. In general, the availability impact level assigned to property protection information is dependent on what is being protected. This can result in assignment of a moderate or high impact level to such information.NA NA NA NA NA NA NA NA

NA NA D.16.5 Property Protection Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Where critical infrastructure facilities or key national assets are being protected, the consequences of unauthorized disclosure of property protection information might reveal vulnerabilities in protection measures to terrorists or other adversaries. Where unauthorized disclosure of property protection information associated with critical infrastructures, large groups of people, or key national assets is expected to be of direct use to terrorists, the confidentiality impact level is high.L-M-H Special Factors Affecting Integrity Impact Determination: Unauthorized modification or destruction of information affecting external communications (e.g., web pages, electronic mail) may adversely affect operations or public confidence in the agency. However, the potential damage to the protection mission will usually be of greater concern. If the modified or destroyed information is tactical i.e., time-critical, there is a greater potential for actions being taken based on incomplete or false information. This can have serious adverse effects on protection operation. This can result in assignment of a moderate impact level to such information.L-M-H Special Factors Affecting Availability Impact Determination: The consequences of inability of guard forces and other emergency responders to receive property protection information in a timely manner may result in catastrophic consequences for properties that could include critical infrastructures and key national assets. In general, the availability impact level assigned to property protection information is dependent on what is being protected. This can result in assignment of a moderate or high impact level to such information.NA NA NA NA NA NA NA NA

NA NA D.16.5 Property Protection Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Where critical infrastructure facilities or key national assets are being protected, the consequences of unauthorized disclosure of property protection information might reveal vulnerabilities in protection measures to terrorists or other adversaries. Where unauthorized disclosure of property protection information associated with critical infrastructures, large groups of people, or key national assets is expected to be of direct use to terrorists, the confidentiality impact level is high.L-M-H Special Factors Affecting Integrity Impact Determination: Unauthorized modification or destruction of information affecting external communications (e.g., web pages, electronic mail) may adversely affect operations or public confidence in the agency. However, the potential damage to the protection mission will usually be of greater concern. If the modified or destroyed information is tactical i.e., time-critical, there is a greater potential for actions being taken based on incomplete or false information. This can have serious adverse effects on protection operation. This can result in assignment of a moderate impact level to such information.L-M-H Special Factors Affecting Availability Impact Determination: The consequences of inability of guard forces and other emergency responders to receive property protection information in a timely manner may result in catastrophic consequences for properties that could include critical infrastructures and key national assets. In general, the availability impact level assigned to property protection information is dependent on what is being protected. This can result in assignment of a moderate or high impact level to such information.NA NA NA NA NA NA NA NA

NA NA D.16.5 Property Protection Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Where critical infrastructure facilities or key national assets are being protected, the consequences of unauthorized disclosure of property protection information might reveal vulnerabilities in protection measures to terrorists or other adversaries. Where unauthorized disclosure of property protection information associated with critical infrastructures, large groups of people, or key national assets is expected to be of direct use to terrorists, the confidentiality impact level is high.L-M-H Special Factors Affecting Integrity Impact Determination: Unauthorized modification or destruction of information affecting external communications (e.g., web pages, electronic mail) may adversely affect operations or public confidence in the agency. However, the potential damage to the protection mission will usually be of greater concern. If the modified or destroyed information is tactical i.e., time-critical, there is a greater potential for actions being taken based on incomplete or false information. This can have serious adverse effects on protection operation. This can result in assignment of a moderate impact level to such information.L-M-H Special Factors Affecting Availability Impact Determination: The consequences of inability of guard forces and other emergency responders to receive property protection information in a timely manner may result in catastrophic consequences for properties that could include critical infrastructures and key national assets. In general, the availability impact level assigned to property protection information is dependent on what is being protected. This can result in assignment of a moderate or high impact level to such information.NA NA NA NA NA NA NA NA

NA NA D.16.5 Property Protection Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Where critical infrastructure facilities or key national assets are being protected, the consequences of unauthorized disclosure of property protection information might reveal vulnerabilities in protection measures to terrorists or other adversaries. Where unauthorized disclosure of property protection information associated with critical infrastructures, large groups of people, or key national assets is expected to be of direct use to terrorists, the confidentiality impact level is high.L-M-H Special Factors Affecting Integrity Impact Determination: Unauthorized modification or destruction of information affecting external communications (e.g., web pages, electronic mail) may adversely affect operations or public confidence in the agency. However, the potential damage to the protection mission will usually be of greater concern. If the modified or destroyed information is tactical i.e., time-critical, there is a greater potential for actions being taken based on incomplete or false information. This can have serious adverse effects on protection operation. This can result in assignment of a moderate impact level to such information.L-M-H Special Factors Affecting Availability Impact Determination: The consequences of inability of guard forces and other emergency responders to receive property protection information in a timely manner may result in catastrophic consequences for properties that could include critical infrastructures and key national assets. In general, the availability impact level assigned to property protection information is dependent on what is being protected. This can result in assignment of a moderate or high impact level to such information.NA NA NA NA NA NA NA NA
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NA NA D.16.5 Property Protection Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Where critical infrastructure facilities or key national assets are being protected, the consequences of unauthorized disclosure of property protection information might reveal vulnerabilities in protection measures to terrorists or other adversaries. Where unauthorized disclosure of property protection information associated with critical infrastructures, large groups of people, or key national assets is expected to be of direct use to terrorists, the confidentiality impact level is high.L-M-H Special Factors Affecting Integrity Impact Determination: Unauthorized modification or destruction of information affecting external communications (e.g., web pages, electronic mail) may adversely affect operations or public confidence in the agency. However, the potential damage to the protection mission will usually be of greater concern. If the modified or destroyed information is tactical i.e., time-critical, there is a greater potential for actions being taken based on incomplete or false information. This can have serious adverse effects on protection operation. This can result in assignment of a moderate impact level to such information.L-M-H Special Factors Affecting Availability Impact Determination: The consequences of inability of guard forces and other emergency responders to receive property protection information in a timely manner may result in catastrophic consequences for properties that could include critical infrastructures and key national assets. In general, the availability impact level assigned to property protection information is dependent on what is being protected. This can result in assignment of a moderate or high impact level to such information.NA NA NA NA NA NA NA NA
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L Recommended Availability Impact Level: The provisional availability impact level recommended for Health Care Administration information is low.D.16.5 Property Protection Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Where critical infrastructure facilities or key national assets are being protected, the consequences of unauthorized disclosure of property protection information might reveal vulnerabilities in protection measures to terrorists or other adversaries. Where unauthorized disclosure of property protection information associated with critical infrastructures, large groups of people, or key national assets is expected to be of direct use to terrorists, the confidentiality impact level is high.L-M-H Special Factors Affecting Integrity Impact Determination: Unauthorized modification or destruction of information affecting external communications (e.g., web pages, electronic mail) may adversely affect operations or public confidence in the agency. However, the potential damage to the protection mission will usually be of greater concern. If the modified or destroyed information is tactical i.e., time-critical, there is a greater potential for actions being taken based on incomplete or false information. This can have serious adverse effects on protection operation. This can result in assignment of a moderate impact level to such information.L-M-H Special Factors Affecting Availability Impact Determination: The consequences of inability of guard forces and other emergency responders to receive property protection information in a timely manner may result in catastrophic consequences for properties that could include critical infrastructures and key national assets. In general, the availability impact level assigned to property protection information is dependent on what is being protected. This can result in assignment of a moderate or high impact level to such information.NA NA NA NA NA NA NA NA
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NA NA D.16.5 Property Protection Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Where critical infrastructure facilities or key national assets are being protected, the consequences of unauthorized disclosure of property protection information might reveal vulnerabilities in protection measures to terrorists or other adversaries. Where unauthorized disclosure of property protection information associated with critical infrastructures, large groups of people, or key national assets is expected to be of direct use to terrorists, the confidentiality impact level is high.L-M-H Special Factors Affecting Integrity Impact Determination: Unauthorized modification or destruction of information affecting external communications (e.g., web pages, electronic mail) may adversely affect operations or public confidence in the agency. However, the potential damage to the protection mission will usually be of greater concern. If the modified or destroyed information is tactical i.e., time-critical, there is a greater potential for actions being taken based on incomplete or false information. This can have serious adverse effects on protection operation. This can result in assignment of a moderate impact level to such information.L-M-H Special Factors Affecting Availability Impact Determination: The consequences of inability of guard forces and other emergency responders to receive property protection information in a timely manner may result in catastrophic consequences for properties that could include critical infrastructures and key national assets. In general, the availability impact level assigned to property protection information is dependent on what is being protected. This can result in assignment of a moderate or high impact level to such information.NA NA NA NA NA NA NA NA
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L Recommended Availability Impact Level: The provisional availability impact level recommended for Health Care Administration information is low.NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA

L Recommended Availability Impact Level: The provisional availability impact level recommended for Health Care Administration information is low.NA NA NA NA NA NA NA NA NA NA NA NA NA NA NA
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NA NA NA NA NA NA NA NA NA D.20.2 General Purpose Data and Statistics Information TypeL-M Special Factors Affecting Confidentiality Impact DeterminationL Recommended Integrity Impact Level: The provisional integrity impact level recommended for general-purpose data and statistics information is low.L Recommended Availability Impact Level: The provisional availability impact level recommended for general-purpose data and statistics information is low.NA

L Recommended Availability Impact Level: The provisional availability impact level recommended for Health Care Administration information is low.D.16.5 Property Protection Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Where critical infrastructure facilities or key national assets are being protected, the consequences of unauthorized disclosure of property protection information might reveal vulnerabilities in protection measures to terrorists or other adversaries. Where unauthorized disclosure of property protection information associated with critical infrastructures, large groups of people, or key national assets is expected to be of direct use to terrorists, the confidentiality impact level is high.L-M-H Special Factors Affecting Integrity Impact Determination: Unauthorized modification or destruction of information affecting external communications (e.g., web pages, electronic mail) may adversely affect operations or public confidence in the agency. However, the potential damage to the protection mission will usually be of greater concern. If the modified or destroyed information is tactical i.e., time-critical, there is a greater potential for actions being taken based on incomplete or false information. This can have serious adverse effects on protection operation. This can result in assignment of a moderate impact level to such information.L-M-H Special Factors Affecting Availability Impact Determination: The consequences of inability of guard forces and other emergency responders to receive property protection information in a timely manner may result in catastrophic consequences for properties that could include critical infrastructures and key national assets. In general, the availability impact level assigned to property protection information is dependent on what is being protected. This can result in assignment of a moderate or high impact level to such information.NA NA NA NA NA NA NA NA
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NA NA D.16.5 Property Protection Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Where critical infrastructure facilities or key national assets are being protected, the consequences of unauthorized disclosure of property protection information might reveal vulnerabilities in protection measures to terrorists or other adversaries. Where unauthorized disclosure of property protection information associated with critical infrastructures, large groups of people, or key national assets is expected to be of direct use to terrorists, the confidentiality impact level is high.L-M-H Special Factors Affecting Integrity Impact Determination: Unauthorized modification or destruction of information affecting external communications (e.g., web pages, electronic mail) may adversely affect operations or public confidence in the agency. However, the potential damage to the protection mission will usually be of greater concern. If the modified or destroyed information is tactical i.e., time-critical, there is a greater potential for actions being taken based on incomplete or false information. This can have serious adverse effects on protection operation. This can result in assignment of a moderate impact level to such information.L-M-H Special Factors Affecting Availability Impact Determination: The consequences of inability of guard forces and other emergency responders to receive property protection information in a timely manner may result in catastrophic consequences for properties that could include critical infrastructures and key national assets. In general, the availability impact level assigned to property protection information is dependent on what is being protected. This can result in assignment of a moderate or high impact level to such information.NA NA NA NA NA NA NA NA

NA NA D.16.5 Property Protection Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Where critical infrastructure facilities or key national assets are being protected, the consequences of unauthorized disclosure of property protection information might reveal vulnerabilities in protection measures to terrorists or other adversaries. Where unauthorized disclosure of property protection information associated with critical infrastructures, large groups of people, or key national assets is expected to be of direct use to terrorists, the confidentiality impact level is high.L-M-H Special Factors Affecting Integrity Impact Determination: Unauthorized modification or destruction of information affecting external communications (e.g., web pages, electronic mail) may adversely affect operations or public confidence in the agency. However, the potential damage to the protection mission will usually be of greater concern. If the modified or destroyed information is tactical i.e., time-critical, there is a greater potential for actions being taken based on incomplete or false information. This can have serious adverse effects on protection operation. This can result in assignment of a moderate impact level to such information.L-M-H Special Factors Affecting Availability Impact Determination: The consequences of inability of guard forces and other emergency responders to receive property protection information in a timely manner may result in catastrophic consequences for properties that could include critical infrastructures and key national assets. In general, the availability impact level assigned to property protection information is dependent on what is being protected. This can result in assignment of a moderate or high impact level to such information.NA NA NA NA NA NA NA NA
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NA NA D.16.5 Property Protection Information TypeL-M-H Special Factors Affecting Confidentiality Impact Determination: Where critical infrastructure facilities or key national assets are being protected, the consequences of unauthorized disclosure of property protection information might reveal vulnerabilities in protection measures to terrorists or other adversaries. Where unauthorized disclosure of property protection information associated with critical infrastructures, large groups of people, or key national assets is expected to be of direct use to terrorists, the confidentiality impact level is high.L-M-H Special Factors Affecting Integrity Impact Determination: Unauthorized modification or destruction of information affecting external communications (e.g., web pages, electronic mail) may adversely affect operations or public confidence in the agency. However, the potential damage to the protection mission will usually be of greater concern. If the modified or destroyed information is tactical i.e., time-critical, there is a greater potential for actions being taken based on incomplete or false information. This can have serious adverse effects on protection operation. This can result in assignment of a moderate impact level to such information.L-M-H Special Factors Affecting Availability Impact Determination: The consequences of inability of guard forces and other emergency responders to receive property protection information in a timely manner may result in catastrophic consequences for properties that could include critical infrastructures and key national assets. In general, the availability impact level assigned to property protection information is dependent on what is being protected. This can result in assignment of a moderate or high impact level to such information.NA NA NA NA NA NA NA NA
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